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ACSE APDU An APDU used by the Association Control Service Element (ACSE)

Application association

a cooperative relationship between two application entities, formed by their
exchange of application protocol control information through their use of
presentation services

Application context

set of application service elements, related options and any other information
necessary for the interworking of application entities in an application
association

the system-independent application activities that are made available as
application services to the application agent, e.g., a set of application service

Application entity elements that together perform all or part of the communication aspects of an
application process
. an application process running in the data collection system [DLMS UA 1002
Client 3.1.27]
Client/Server relationship between two computer programs in which one program, the

client, makes a service request from another program, the server, which fulfils

7
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the request

Companion Specification for Energy Metering ; refers to the COSEM object

COSEM

model
COSEM APDU Comprises ACSE APDUs and xDLMS APDUs
COSEM data COSEM object attribute values, method invocation and return parameters
COSEM Interface An entity with specific set of attributes and methods modelling a certain
Class function on its own or in relation with other interface classes
COSEM object An instance of a COSEM Interface Class [DLMS UA 1002 3.1.35]

Refers to the application layer providing xDLMS services to access COSEM
DLMS/COSEM attributes. Also refers to the DLMS/COSEM Application layer and the

COSEM data model together.

Logical device

an abstract entity within a physical device, representing a subset of the
functionality modelled with COSEM objects [DLMS UA 1002 3.1.66]

Physical device

a physical metering equipment, the highest level element used in the COSEM
interface model of metering equipment [DLMS UA 1002 3.1.88]

Pull operation

a style of communication where the request for a given transaction is initiated
by the client

Server

an application process running in the metering equipment [DLMS UA 1002
3.1.119]

14.2. %3

5 Tk

AMI Advanced Metering Infrastructure
APDU Application Protocol Data Unit
COSEM COmpanion Specification for Energy Metering
DLC Distribution Line Carrier

DLMS Device Language Message specification
FAN Field Area Network

HAN Home Area Network

HDLC High Data Link Control

HEMS Home Energy Management System
[HD In-Home Display

MDMS Meter Data Management System

PLC Power Line Carrier
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2.2.General Functions
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NMS01

AMIGE 3 8 S f 5 B B IR i B35 i 2 R % £ 5 (User
Interface) > HES & & 7 £ 42 B 3 if 2. e 2 K F 22 2 (4
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2.8. Additional Services
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SEROL[E 31 & Solfe 75 /7 & & 3% LA 2 7 AMI #7 F i@ 8 % FR73(5 0 6 #)

SERO02|#Head-End management services;

SERO3[#Communications network operations and management services;

SERO4 #Systems for the asset management of meters;

SERO6#Back office integration services.
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ID

Requirement

Response Detail
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EEEFG R A RP BRP A3 AR
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3. Communication Solution General Information
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Appendix A g3 & * g1 b F

’TT [E-

s X &

I

EE R A

p

Low-power local area
network

2.4 % 2.4835 GHz (fi #- 2.4G)
5.725 % 5.875 GHz (#f 4 5.8G) (31— )

i F &

AT R

839 1 847 MHz

FER LT H PR R R

920 z 925 MHz (G- )

[P 2R 5 .E/‘]"H;F{ mﬁﬁ;}i,{h’*ﬁ,% L
e T

Long Range Radio

2.4 3 2.4835 GHz (fi - 2.4G)
5.725 & 5.875 GHz (#f 4 5.8G) (L= )

R TN

839 1 847MHz

4 T PRI A R

920 T 925 MHz(;r- )

1'&:4’25‘]'%7 t&ji4h—i‘ﬁ_,$a L=
& g T ek

{7 8 3 3 B

Bpd A BiEL i ¢z L 8Ypsya

2_ {7 B3 2 4 2. (3G/4G)

PLC/DLC (Broadband) | 2-100MHz IEEE 1901/ITU-T G.hn
PLC/DLC (Narrow 154.6875 to 487.5KHz IEEE 1901.2/ITU-T G.hnem
band)

F"‘

: Low power local area networks with a less than 1000-m range. This category includes IEEE

802.15.4, IEEE P802.1ah, Bluetooth/LE, etc., which are applicable directly in short-range personal area
networks, in body area networks or, if organized in a mesh topology, also in larger areas.

=T -

p-—

LPWAN 7 2. o
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Appendix B.FAN 3 3 #i-%.2_ Security Gateway

#ia gk

1. #EFB L7

[EAS: SN SURSEEE A S R A L

® Local attacker : I'I‘?’Ff? MEITH PR ks BB FEHANE A G o L BEE ?:;rzi@@?]
TR~ B PR ETIR AR ST o g aE AT F B ¢ - WAN attacker k1] 0 2 F R 3RITH
B k¥ FRm 5 0 st RS ¢ < WAN attacker ©

® WAN attacker : ;& Bl 3% meter data eh% BE/48 % 12 ~ 4573 FAN i 3 ¢ &9 Security gateway #
W BURAHLGE

N _ FAN =
|—> FANiEE'T'l, -~ WAN EEUFE1E.]HE%§
:1 A
E‘I’EETC ! W
HANBEET WAN
. Attacker
'i'
Local
Attacker BFinZH%

Security Gateway % i 4o is #7it o

1.1. firewall
B P WP E Afo HAN 90K % £ 9 b k p WAN eha 7
B 02 firewall # &
£ R
® ! LFHANEFH ~aguii > S EFRHAN e R @3 H < o
@ 7 3F HAN 2 WAN i 21 > 3 9353 HAN 442 7 & @ 5] WAN » F £+ WAN ¢
¢ % * i @3] HAN -
® FELERRFRN DI 2T F -
1.2. HDLC Frame 7 & "2+
B P R E A gl TR IR
B U2 3% & HDLC Frame /i & *24]# it » & 32 WAN/FANto 3+ ¥ 8 ~ ¥ HANto &£ &
e
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B g
® T UREEE ISP LF § A B HDLC frame (default % + §) 10 frames) o
¢ %8 9HDLC Frame & &% 3 o
1.3. Log

IR e A A
B U B iEEP Log
2
€ (o4 firewall 2 HDLC Frame it & "] <0 3L 4 3% I Log > 4 B Firewall ~ 3% €5
#) o3 & % e HDLC frame B #c% o
& 77 5P WAN Client ¥ 12 35 B¢ Log o
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Appendix C. & % #3 U HCE2 4% +

1.1 ® %2  AfegioRl 1-1 #77 > & § FAN 22 HAN i ;U (h ¥ 2 fvf @44 FAN
e HAN e i 3) > A 5] 5 &2 7 2 g™ 2 2 WHEJE « d 27 FAN
* HANGLGUICE R MR ART G370 > 2 T8R4 A M i - § Ml Ui 24
SRR R 2L R E S APM ¢ Rk 12 W 13 W 14 B 15 @ L
6t o W 1-6 L B AEH a0 4 0 TL L EHEY 6.1mm(F 44+1.7) 7 FAN i 3
Hoe+ do 2 5.8mm o> 3% F 1 FAN e+ 45 mdnL @ 5 2 A g2 2L F

P
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FAN HAN
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B 1-1 @A e 84T & R

H g an K
B sjﬂ%#‘d'ﬁ%iﬁ@ ot =) ‘
PHARRR e oo - BLLR 3 A
-- Moz “a e HHAL @
= RB35 4= 24202 wim ) é_ﬁi#&t ALY Jmix R FRESR
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i I ‘ TS rmr;amj
| 28l
~ +m‘-'."
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I—
HAEA]
al |
I
&’I |
al | .
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(s R 3 HABAT @123.6 ), )

Bl1-2 dhtedsd 7 LW (2 Emm)
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maom Goonm || mona aans

e AR A agPANFLHANZ 452 Connector

Bl 1-3

i A s ke 2. Connector e ¥ 1 (& <t H : mm)

5t

200:0.1

9.0:0.1

31.0:01

frd: K & B AFANSLHANE $6 2 Connector

(

i

==

3 33 3R

% (FsAd d & &)

3.410.2
3.4+0.2

M f1e

) 1-4
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B 1-5 T A2 @ e g4 %7 (%~ E o mm)
S 5
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g e e
iﬁjﬁﬁlq —_ g — — Max7.2
|_ pA
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\ |
| ﬁ |
inl | T
w0
Y ., ‘
&L == |
B 1-6 % & &g i e 2 A (RIARE) (2 E mm)

1. FAN i 3 fif%e & ~F &1
B 1-7 f%r

Jﬁﬁ’}#\?{ rg)ir/{rw 8mm’f;\r;?€ “J-'%,g;ju—g,\7—;

,_H.-

2 3 E AL o
(1) FAN i 3t #% LED % :

ﬂ., 7 B

LED /’@;%ﬁ*“i}f’/mj’éﬁI*“'&rgj:r,‘igj(b"’Hﬂl]i#ﬂﬁkj*ﬁ_}lﬁ_m)

Foaw B R R R EAE -1
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% 1-1 FAN 3 #- LED B3 np 4
FANdafed |, [=8¥2 d TAB0RTHRY -
hE BRNES S VS S LA
5 KA ETE AT RREEHE
FAN 37 TL’]H;_ 7 /HES}E?%&:‘:"E# o
WA el ) e o
o ey |FIFRIET L HFRRR O
g JHES i ?\%4};'_%%/20
B T T A TR R B B/HES
W4 B o
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Ok 2

f e AR T o

(2) FAN i 3o 45 4
fee il A BL(12 48 ¢
SIRVES

BOMEET 10 mET (A B E (R
:5‘&%'—$§‘m J\‘Enﬁi)\fg‘?h‘;;l,ﬁ,\\\?%q' o ‘?ile'&n 5)";\5’ ’

B s2f  2EDER2PRT - FRPHECE R 170 3 3
A< EFAIFEED R TR B F MR e o
(A) RS AR AL &
¢ frismesnE 85.16.33 > 4L B B AR R AR
© ! \ FAN
39.06 (B) 8 + | )
30.0+0.1 58402
23.5 w1
| S Y iy e R . 19
LEDE #g T | —
L] | :
LEDi i = =toc ] o
— 3 7
| « d 2@
o) ) <
o
1'!’;{
el -
i vl BCTEC & N s
AL ¢ RF A
R uL-17
Hizh& © ABB

Bl 1-7 FAN i@

2. HAN i su % = <1 &7

AR e 4 LR (2

<+ 8 i

mm)

B 1-8 &7 HAN# ez « 4 ~ =8 - 2 £ 2 HigFs £ F > B¢ TH,
BEPWHKS AKS 8mmo RF TR QALK BRI BN
8mm A FET AR E2LH LR -
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B R A AR @
BRI BRER T RAER

’L
)

5.810.2

/ /Li\ A
A /\ Y
/ /// \\ ‘\ ‘|
/ HAN - ] %
/ .
> N
X\ \ i //
—\ 5
\\ o -
N\~ e

Wﬁﬁ“

kRS HHE 85.06)

Al

LIRS

B 1-8 HAN @A firle 2 *F@ e <t LB (% 1 E = mm)

3. FAN ¥ HAN i 2 -2 /i 1 % B

B 1-9 5 FAN ¥ HAN 4 422 & %8:3 35 % Connector 3 Ap ¥ h %7 L B -

34+0.2
HAN# @
BBEHE [l

A\ N| FAN#: % +

i 3 58
Pin-IV

(H38)

Pin-1V (TN
(7~ 58) i zi

| 7 & il 3R SR
E] & A

FANsZHAN & & %] 3%,
Bl 1-9 FAN:@ A ficlez “tpgs <7 £ B (2 <1 H =: mm)
2.1 AMI § # & e /i & (PIN assignment)d © %riz 2 T § #i22 # W 54

1. FAN i 2§22 2+ % 8 < (Pin-I ~ Pin-II)

FAN @ity 2 822 (6 L& 54K 1-10 #57 > £ ¢ Pin-l 5 T4 8445

v > Pin-Il 5 UART ¢ 51]@%?117 BAERT L
Fi e Pin-l: Pin-1 v %riz 2 # 5 4oB] 1-10 2 £ 12 #7

(1) FAN i€ 3 f- e s § 4

7 0 F % B EE(pitch)2.54mm ~ %ri= 2x4 ~ QPins 2. A A8 2B > T A AR P Y &
EEALF(2 EE) 1 0.100" (2.54 mm): 2x4-Pin ; @ FAN id 20 H-% F 32 % 4p $ B 2 35 2R
Re(=2f) 0 45 ¢ 4 53 B 111957 o 2 ¢ Pinld&r 2 %rix 12 %@ e s L1 2

TREG o M T~ 8RR IR L2 2 TR o
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¥
HAN#: @

FAN# &

i

FAN ,
i | FANGY)
B LELLLL e
pin-| - pin-ll pin-ll xu(a
o e e DY
I T # A&Pin-|

RERCE TR EY

Pin-Ii Pin-lll

B 1-10 Pl(Pin-D%riz2 4&v 7 & FHP

% 12 P1(Pin-D)%r iz p

Pin #

i) we i 7 i e

1 L1 T R (L1~ A 4p) for PLC i 31

2 L1 T RA (L1~ A4p) for PLC i 3

3 NA(Z #%) TERFEEHS)

4 NA(% ) 2R %)

5 NA(Z #) TR L)

6 NA(Z #) TERFEHS)

7 L2 Lin T RS (L2 B4p [ N4p] ) for PLC i 3t

8 L2 Lim PR (L2 B4p [£ N4p)) for PLC i 2
T HE=ZA5Bp A& 5N
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8.50
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I
I
oo o o o
OO0 0 o
[ 1 :
15.48
17.
-0 I I
= . .
D =
‘7 & 9 o0 o
b .
—_— |-_,—[ 1
- UJ L_, H _ Jr

\_ | 2.54 2 54

(b) FAN i U+ 4% % $257: 2 51 (Pin-I) (¢ < ¥ : mm)
B 1-11 Pin-l1:@ 44 6 2 FEE% 4 & (2x4:8Pins 5 = ~ # Fp2 £/ 43 2 )

(2) FAN ﬁ:“_';'_—,k’i’ e %+ i’;%;}’%-[‘ Pin-I1 : Pin-II 3 v %ri= % # 50 4B 1-12 % 4 1-3 #557 >
5+ B pE(pitch)2.54mm ~ %r i+ 2x5~ 10Pins 2. A RE: 2 2 B>+ T £ A& P Y B R
$.(* ) : 0.100" (2.54 mm) 2x5-Pin ; @ FAN F 3 * a2 25 (2D 5F) 0 425
R 2F B 1-13 T e
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25 HIEK O %>
Z X 2 I n
Qe T~ 4+
”4{ !
AN i FASIEER
FAN 0 i ; I @ AAGE
NP R ] = — '%%%(&)?
L ERLLLLI S I A #}ﬁ lai
pin-l pinl . pin-d g ootz
‘ —‘—| x o%35:k
Pin-1 - Pin-Il. Pin-ll -~ Pindll.~
@ 4 A&Pin-Il

=3 (* ) AT A B

B 1-12 PI(Pin-ID)%ri=2 v 7 2w/

% 13 P1(Pin-I)%r i p

1 GND T Az BV~ 1LOA 2 TRz ¥ %= (GND) ;

2 GND

3 TX1 TX1: = \}ﬁ?‘; 1@ o~ FAN 2o 2. @i mri (7 4
HBEELTX) 0 & of Rtes* 3.3V TTLE = - (Meter —>
FAN)

4 RX1 RX1 5 FANGE s fi-ie @ r § 435 Tz B (7 4
A TER) T F R 3. 3V TTL# i+ - (FAN —>
Meter)

5 [Power Failure | =% 2 & [/0 %riz @ & & 5 2 #d f%'ﬂé': P2 AL A
FELSAFE A EFAN)F AL - v F2F 2K
wo i LR A 100ms 1 o7 F KT 3.3V TIL
®& > o (Meter -> FAN; FAN pull high)

TTL High: Normal
TTL Low: Power Failure
6 /IFMR FAN# %o i e iR @ % f SRt 4k* 3.3V TTL# i+ o (FAN
(FAN #2275 & | —> Meter ; Meter pull high)
8 pl) TTL High: without FAN module
TTL Low: with FAN module

7 /Module Reset | i@ ficie & % RESET : & £ ¥ 58 pin F Preset FAN
2 HAN:E 3u B ~ o § 5 Rt * 3.3V TTL# &+ o (Meter -
> FAN&GHAN ; FANGHAN pull high) f§% 5L aiF2sm2
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F o

E%i: FAN module passes the signal for HAN. )
TTL High: Normal
TTL Low: Reset

8 /HMR HANHC e 75 A0 ip) & F 4842 * 3.3V TTL# = - (HAN
(HAN #£ % 75 -> Meter ; Meter pull high)
£33} (3x: FAN module passes the signal for HAN. )

TTL High: without HAN module
TTL Low: with HAN module

9 +5V T A E25V 1. 0AT A2 A5VE Ry s bV (7R &

" =y 8 4 F5% ;4. T5V-5. 25V)

(B 2.54

(@) T % AR ¥ Heg:# 5 (Pin-II)
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1
- 18.02 _
20.35
450 o

5.90

6.40
8.80
2.10

TUITT I

(b) FAN 22 b 35 % 4257 2 87 (Pin-1I)
B 1-13 Pin-Ilif 4% /i & 2 3E3L4E%0 1/ % (2x5:10Pins ; 22 gg 2 %3

¢ < H : mm)

2. FAN i 3 fice &2 HAN W 3o 2. [ (Pin-1V)

FAN if 20 #2527 HAN 3 20 HEe 2 30 20 4 6 (Pin-IV) 45 v %ri=2 # i 4ol 1-14 % £
1-4 #7577 » 4% * ¥ fE(pitch)2.54mm ~ %r i 2x4 ~ 8Pins 2 A1 #8if #& & » % FAN i 31
B bR FREE ALK (2 EF) 1 0.100" (2.54 mm) 2x4-Pin ;@ HAN i Ui F 3 * 48
2 B AR (2 FF) 0 4REF R T 5% B 1-15 #7o7 o

o
2K BB 2
LT T >‘z @D
HAN# 42 S o 23R
k My , A
FAN : . ‘ i
y / HAN ()
e | 0008
T——————— " [ I -9
ol . = )
- - ST T
'%Ef{fi L ] Ii‘ é; EJ v
Pin-I Pin-lI Pin-llI -
Pin-IV. -~

FANH 2 Pin-IV
3 (* ER) AR T £ B

B 1-14 P2(Pin-IV)%ri= 3% £ 77 2 3P
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% 1-4  P2(Pin-IV)%ri= 3. (Pin-IV)
Pin #
e | " -
1 Iy A5V 0.TOAT A2 +5VT Rsri 5 5V (TR %% 4§
5% ; 4. T5V~5. 25V)
2 +5V
Watce e ¥ (RESET) ;i & B v #5:g %ri=(Pin) FpFE ¥
/Module Reset <résf{)FANi <HAN.%E )m W T g v 3.(3\/ )TTLi% .
(Meter —> FAN&HAN ; FANGHAN pull high) f§% & 85k a3 2s
3 b oo (3x: FAN module passes the signal for HAN.)
TTL High: Normal
TTL Low: Reset
/HMR HANBC 205 iRt & F 2R4e45 * 3. 3V TTL# = - (HAN —> Meter:
(HAN #=25 |Meter pull high)
4 B 18R] (3x: FAN module passes the signal for HAN. )
TTL High: without HAN module
TTL Low: with HAN module
RX2 RX2 5 FANZ 2t 2% i@ ~ HANE 30 058 2 e e i (HAN B fe s 3
5 T 5RO ;R F A4k r 3.3V TILAE = o (FAN -> HAN)
X2 TX2 % HAN:Z 2n - % & ~ FAN 20 B 2 @ 3% o= (HAN= 3% 25
6 TX) ;& % st * 3.3V TTL# i o (HAN —> FAN)
7 GND T EFEE2Z DV ~0.THA 2o T iz £ %riz(GND) ;
8 GND

(a) HAN #i-e + 45 # $257: 2 5 (Pin-1V)
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EEEE -
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7
3.70 I~ i
370 6
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(b) FAN #ie t 4 * #55:2 5 (Pin-IV)
B 1-15 PinlV 42/ & 2 34448504 6 (2x4:8Pins ; 2% 852 %% ¢ ¥ (= mm)

3. HAN i 2o 222+ 8 = 2 fF (Pin-I0)

Pin-III 3 HAN i A fice 32 F 8 A2 v @& » &0 %=z # i 4oB 1-16 2 £ 1-5
R T AR PR BFARAKLEFE) m HAN F % p 2 B R (D) -

B4 Bibl —
HANH 42 | |2
FAN LLLIV |

FANB | == — | NN Y 1¢ )N ,'
! Tl b . N E
i - Pin-lll_-

! :
pin-| ! pintt - A
‘ | % % &Pin-1ll
%%Eﬁ ] S E)RRT LW

Pin1  Pin-ll " Ppin-ll-

B 1-16 P1(Pin-II)%ri= 2 ¥ v 77 &
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4 1-5  PI(Pin-II)%r =30

Pin #
iz i wm
(%" 1+ % 5E)

1 L2 i mBR (L2~BAp [ N4p) ) for PLC i 2
2 L2 i mBR (L2~BAp [ N4p) ) for PLC i 2
3 NA(Z% #%) ZREREE(FTH %)

4 NA(Z% #%) Z R (T H L)

5 NA(Z #&) FERFE(FHE)

6 NA(Z #) FERFE(FHE)

7 L1 2m g kA (L1~ A #p) for PLC i 3t

8 L1 2m g kA (L1~ A #p) for PLC i 3t
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