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HH

ACSE APDU

An APDU used by the Association Control Service Element (ACSE)

Application association

a cooperative relationship between two application entities, formed by their
exchange of application protocol control information through their use of
presentation services

Application context

set of application service elements, related options and any other information
necessary for the interworking of application entities 1n an application association

the system-independent application activities that are made available as application
services to the application agent, e.g., a set of application service elements that

Application entity together perform all or part of the communication aspects of an application
process
. an application process running in the data collection system [DLMS UA 1002
Client
3.1.27]
. relationship between two computer programs in which one program, the client,
Client/Server . . :
makes a service request from another program, the server, which fulfils the request
Companion Specification for Energy Metering ; refers to the COSEM object
COSEM
model
COSEM APDU Comprises ACSE APDUs and xDLMS APDUs
COSEM data COSEM object attribute values, method invocation and return parameters
COSEM Tnterface Class An -entlty Wlth spec1f.1c set .of attrlbqtes and methods modelling a certain function
on 1ts own or 1n relation with other interface classes
COSEM object An nstance of a COSEM Interface Class [DLMS UA 1002 3.1.35]
Refers to the application layer providing XDLMS services to access COSEM
DLMS/COSEM attributes. Also refers to the DLMS/COSEM Application layer and the COSEM

data model together.

Logical device

an abstract entity within a physical device, representing a subset of the
functionality modelled with COSEM objects [DLMS UA 1002 3.1.66]

Physical device

a physical metering equipment, the highest level element used in the COSEM
interface model of metering equipment [DLMS UA 1002 3.1.88]

Pull operation

a style of communication where the request for a given transaction is initiated by
the client

Server

an application process running in the metering equipment [DLMS UA 1002
3.1.119]

12
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AA Application Association

AARE Application Associate Response - an APDU of the ACSE

AARE A-Associate Response - an APDU of the ACSE

AARQ Application Associate Request — an APDU of the ACSE

AARQ A-Associate Request — an APDU of the ACSE

ACSE Association Control Service Element

AK Authentication Key

AL Application Layer

AMI Advanced Metering Infrastructure

APDU Application Protocol Data Unit

COSEM COmpanion Specification for Energy Metering

DISC Disconnect (a HDLC frame type)

DK Dedicated Key

DL Data Link

DLL Data Link Layer

DLMS Device Language Message specification

DM Disconnected Mode (a HDLC frame type)

FAN Field Area Network

FCS Frame Check Sequence

FRMR Frame Reject (a HDLC frame type)

GOM Galois/Counter Mode (GCM), an algorithm for authenticated encryption with
associated data

GUK Global Unicast Key

HAN Home Area Network

HCS Header Check Sequence

HDLC High Data Link Control

HEMS Home Energy Management System

HLS High Level Security

IHD In-Home Display

KEK Key Encryption Key

LD Logical Device

LLC Logical Link Control (Sublayer)

LLS Low level security

LN Long Name Reference

LSAP LLC sublayer Service Access Point

MDMS Meter Data Management System

MK Master Key

NDM Normal Disconnected Mode

NRM Normal Response Mode

13
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\

PS Primary Station

RLRE A-Release Response - an APDU of the ACSE
RLRQ A-Release Request - an APDU of the ACSE

SC Security control

SNRM Set Normal Response Mode (a HDLC frame type)
UA Unnumbered Acknowledge (a HDLC frame type)
Ul Unnumbered Information (a HDLC frame type)

14
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£B T J 5 = R TR P

2. BRSNS
2.1 HAN #E:RE4E > R R~

B A A 2- 1 FR > B8 FAN B2 HAN ZEEHUSEAH 93 1) Ry 6 38 S 5 i F = i 2 268
SHBSAR (A g 2 £ HAN Z8EHISE4H) - HiY FAN k& HAN GEEHUSEAHER A IS 2 AH T /885t - HR
PR RFRG R - ARG IR AL E ~ 02 ~ SO A F R R PRt =]
2-2~ [ 2- 3~ & 2- 4~ [8 2- 5~ [# 2- 6 Frr o [& 2- 6 EESRFHFERERIIRT > BIE %E@%ﬁ
6.1mm(Bl 4.4+1.7) > M AERIAGH-RATE 5.8mm > #Zakat A R K32 - diEEE A ERE
NFEAETEIE

\
AN HAN

B2- 1 R
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BB TN E E M R A

LzJ'U,E:n =
Yy &:ﬁ}%“"“"‘*@ ax '8
“%ri,{ - oo K4 R AR B
THpgm +0.0 a2 ®
. o2 ol 1 WA A &
-~ RB35 4= 24202 i m 2 HWHRAL jmaprt+hALm
[ ! o
U’;\\ﬁ‘il
' |,51_ ’1
L .
AL
wl |
o
& |
w | ™
(o] . . .
| HBAL

(RS BUH AT D126, )

2-2  iEEIRAHARE RS REE (RSB mm)

1,04 | +
0£03 | 80%
) mm I 1

N\

‘e AR A A TANSHANE 362 Connector

2-3  EENE I T(IE4H) 2 Connector (AL EAZ R (KT EEAL: mm)
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BT J 25 AL T PR

g & & m 2FANSLHANE 46 2 Connector

& 2- 5

ST

q

jj:
| (FsELHE S E)
E o . 34302

38 3 A

3.4+0.2
b |
5;::"’%5‘1 i/
_— _4_—__—;_h7

B < RN A B R (R B i mm)
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EB T 24 6l B b R

-0.0

14.4%0.2
1 7+() 2

g iEE AR 1
Higm” JL - Max7.2 }'.
rate I
'I} FT: |
|
( Max7.8 ‘I

iJ | |

= | =

A

Bl 2- 6 EEFREE Y A A (U E) (R < ¥4z mm)

2.1.1. HAN #EERAE4H R~
2-7 R HY HAN US4 R~ ~ I s ~ AP A%EE:ER » E+T TH %%Tm%k%:ﬁﬁ
SRR Smm o R AL ST IR 2t o SR EAR Smm i A R B AT

B A AR AE @
B ALK 3 B ARIER F AR @

5 =

HAN i .
2 U

— =

A At

& 2-7 HAN #HEREHEH 2 SNE R STRE R (RSB mm)

2.1.2. FAN B HAN #EsEE N~ E
& 2- 8 fy FAN Eil HAN 7 2 b8 787258 Connector 2 IH ¥R~ ELR -
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B4k 58
Pin-IV

(£358)

HAN# 48 ﬁ
WM [
. -,
Pin-1V N
() =

et 1 R B R
Bl € JE

FANgHAN# & 3
2-8  FAN @RRIALY SMBER R E (R Hfir: mm)

2.2. HAN 40 Z BERS /M EI AR

HAN #54H 53 B PA Pin-I1T ¥4 Pin-IV /7T BLEE 3 f FAN 540/ 4% » 410E 2-9 -

F 7 BIEIL
HAN#E 4. I ]
FAN ‘.I,!,".\!
- HAN
FANA4m | [ . T I 1 | =
‘!)_nl‘ ||||lll o
in- Pin- in-
B R |
Pin-I1 Pin-ll Pin-1lI

2-9 FELUREE

2.2.1. FAN #E=HA54H B HAN #B:RiE4H 2~ Pin-IV A1 E

FAN i EfUisi4H B HAN 3@EfSAH > s@Ef /i (Pin-1V) BECIRIAr B2 ThAERE 2- 10 K38 2- 1 Fior » £
FHREIEE (pitch)2.54mm ~ FAlfi7. 2x4 ~ 8Pins  iFAS 7 #255 » /> FAN EEUSAH H Bk HHEEERUAS (REEE) £ 0.100"
(2.54 mm) 2x4-Pin ; ifi HAN 8EHEE T (f5E4H) EBR AR E 2 BEBE IS (A 8H) » IR &5 1E 2- 11
7 o
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A

BT 70N E B R AR e

>
24 #iEH 5o
> x ® [a]
Tlat — — 2 N
HANAE 4 o o ] 2:RG
FAN . “‘ ( ) A A 4 A
\ / HAN 7N
EF‘:\_|‘| 1} HAN @9@@
FAVG G | e | ]
I |‘ T —r AN 9000
Pt pipdl il T e
| | I | | n %;f ; 2
i&%’x& [ ] + ;Oi; g) o
. . . z
Pin-| Pin-Il Pin-lll \ -2
S PinIv-
FAN 22 Pin-IV
2 (2 ) AR L B
[& 2- 10 Pin-IV Rl K PR ENE
%= 2-1 Pin-IV fAl{ir 5784
Pin # . e N
(it smsg) | SIDIAE i
| . BRI 5V - 0.T5ATR 5V AR : 5V (B
5% ; 4.75V~5.25V)
2 +5V
Module Reset | a4 B B(RESET) * JE3f\ o8 o B L AVL (Pin) )05 S P
(eset)FAN J HAN 5 B 7 (140 ) - 28 A A B33V TTLAER -
(Meter -> FAN&HAN ; FAN&HAN pull high) &% (=98 e 4% 2s
3 DLE -
(§F: FAN module passes the signal for HAN.)
TTL High: Normal
TTL Low: Reset
/HMR HANFAH AR © B RGP A 3.3V TTLAE(L - (HAN >
(HAN #5477 1(F | Meter : Meter pull high)
4 ) (§F: FAN module passes the signal for HAN.)
TTL High: without HAN module
TTL Low: with HAN module
RX2 RX2 Ry FAN i s 4H 5 A HAN G R AH 7 BEUCHI A7 (HANTSE 4H
5 s € ARX) s BRI IER 3.3V TTLA{], ; Baudrate: 19200bps,
N1 - (FAN -> HAN)
%0 TX2 F HAN i 57U 546 {8\ FAN A 5P A = 18 el o (HAN %
6 ERTX); BRIFEEL 3.3V TTLAE(]L ; Baudrate: 19200bps, 8N1 -
(HAN -> FAN)
7 GND B 5V~ 0.75A Z &R > BE i (GND) ;
8 GND
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(a) HAN #C3e b 3k % J28p: 2 8F (Pin-1V)
H 2 @3 X T

B )] |

H N X [

I L=

(b) FAN #i ¢ 3 * 35 5 (Pin-1V)
2-11 Pin-1V EREESHIA

2.2.2. HAN FaAE4HEEE T B BT~ Pin-111 41E

Pin-1IT & HAN #ERE (R BT B BT 2 #201  RELHIALE 22 R IIREANIE] 2- 12 K3k 2- 2
0 REEFRERE EER RIS (RIER) » T HAN B8R FIAH S 7 BEB A (A BH) » #ERAIE] Pin-
IV 408 2- 11 AR -
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S /) AL M R

FR AAER , :
Ak é
AN 42 | S e 210
FAN R I 00
HAN
QIET === | RS P13
L 1A g B .
Pin-| il pin- | I _ Pin-lll -
TR - 1.‘ | L. i#;(ﬁ;iﬁ};;l;u;l@@
Pinl  Pinll - Pin-lIl
2- 12 Pin-IIT fAlfir K B R EER B
7 2-2 Pin-IIT flfiz 552 BH
| e 5]
s | >
1 12 M EIRAR (L2 ~ BAH [E(N#H]) ) for PLC #&H
2 1.2 omERgR (L2 ~ BAH [N 5] ) for PLC iHEH
3 NA(ZEHE) | 2= (TR ER)
4 NA(ZEHE) | 2= (TR ER)
5 NA(ZEHE) | 2= (TR ER)
6 NA(ZERE) | 22 R (TR ER)
7 L1 A ERLE (L1~ A #H) for PLC ##:H
8 L1 R ERAE (L1~ A #H) for PLC ##:H

2.2.3. #BEHIE4H (FAN ~ HAN)FIfiz Pull High/Low #R%E

RE 2- 13 FoR 0 ZESHEHEESAR (FAN ~ HAN) Y EE B (RESET) S5 AH {77+ (5 1 S5 Rl i A5 FE A
Pull High (4.7K~10Kohm)Z¢ Low ($# GND) » H.rH/Module RESET AyifaftaH & B (RESET) AL » H
BEFRHF T ET BEE) FAN - HAN #E{T @40 55 B (RESET) » DA m a4 2 S E - T/FMR
/HMR FyiEsf AR AE S R EE R (Meter) Z(Z9% ©
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A

BB TN E E M R A

/ g-ﬁi%ﬁ(l\neter)\ / FANZEEHEETT \
PIN-II 3:3v
/PF Sx xs ? T 33y
/Module RESET - :
3.3v
/FMR< 3iv GEG Egs ¢
\ /HMR < %/8@ & 4
il

AN

2- 13 Meter ~ FAN ~ HAN Pz 3B =&
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3. HENGhE

3.1.DLMS/COSEM Application Layer

AT AMI SASAHTHERR R 5 T HRA ONS 15593 0 » SLeb B0 R B e it

modeled as a single logical device (LD) — Server management LD ;5 i AMI i8R Z&48 ~ FHAEEFBLIF i
LA EAEE > HI BN [E] 4R S EE R [E]/Y DLMS clients > {85 DLMS/COSEM fEZAER i TH -
([ client B server [HIZE4%GEE 1T Application Association(AA)% » M-I AA ERE A LAY -
EHE 2 B E R F LSRR E 0 client HEEFIRIERVEIE N IRME AMI S IEDIRE AR -

3.1.1. General Requirements

o wbdE

Application Layer #£4H protocol 5527 IEC 62056-53 °

{5 FH #E B A4 FH(LN) -

SNRM 2 UA A#% information HFYMEAT °

SR HEITAT DAEREEERE P1 K PS F{EEERSR A PRAVEHE, - — R e e Y S -

st T E A — I 2 /DR —{ request ©

P1(P2)¥1 P5 £%H request=>response HYBREEIFEE » BRIE timeout » & HI client FEZZ HEFET & EIT

[2]7& response ©

nJr = H T Zm Data link connection B4& Application layer AA BT &N E GBI
& FAN R EE T 2KIENL DL i » THeETEE oA g HEhVJEr DL iYESK - [R5 Pl
Z HDLC inactivity timeout HYFEE TEIE O F» (always connected) » E & FAN #HHEE TR E K
4% > DL connection A & #5 release ; & DL connection B4R » E /gAY AA i/ E—ff
B -

® ETFHEEEDRE AA BENE - SHREEIT PS #Y HDLC inactivity timeout AYREH 60 7 -

= 60 FPIN PS 747 HDLC frame AZH#ARE » 3+ E B 0® HEhE DL connection B4y » H FJEHY
AA HWVE—OFRER > Bt PS RN IEEHR(E » 22 Management client AT AA o

MR AGUE TS - Bl A B E R T R R A S iE—FD -
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3.1.2. Clients

BB TN E E M R A

HAEE VU clients » ZR&RZRFE0E] 3- 1 Ao - HAN I A o7 DA Verification Client £ HAN
Client #ET 88T~ Management LD #E{THEE - 2 4iBeSEpsg 0] H{T=5 &£ Verification Client B
HAN Client BE1EF F Filiti 2405 HAN 8aHEE T (AR SCPA M PVETERR FH Pl .48 A BER Eﬁ)
o &=
FREEE | tRET AMIBHL 2 4
e /e/rrlrﬁic;To;chen i i / M/anag;;;; cI|e\nt
(0110) D ¢p15+ ‘/Manasge::;ntQ la—P 1| \'—»,,,(0)(11)//') la—P6—> éé@ﬁﬁﬂﬁ%%ﬁ
T e T FHITE
Cuetamens) | | R
| f |
| P2 |
| L
i HANZETLEE 7T i
o b
P4
'
Gt e G
B4 (40: HEMSS)
3-1 B AMI £4%¢ Application-Layer client & server Z 4t 281
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o
i

B 770 =l o B e A I R

srEEITTAEZAEE L TR~ 0 AE 3-2 Aos
DLMS/COSEM Server

Physical device
(HDLC address : 0x10)
Management logical device
(HDLC address : 0x01)
( )
Vferification client (HDLC address : 0x10)
Security: NO security
\ J
;
Management client (HDLC address : 0x11)
Security: High Level Security(HLS)

\ J
( )
Optical client (HDLC address : 0x12)

Security: High Level Security(HLS)

\.

4 )
HAN client (HDLC address : 0x13)
Security: High Level Security(HLS)

\ J

3-2 DLMS/COSEM Server 4H %
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S /) AL M R

R LS EHE ARG 77 (& Z 50 0] DUFEU client) » 40 3- 3 Fiw -
DLMS/COSEM Server

Physical device
HDLC address : G100
Management logical device
(HDLC address - 0x01)
AMI @3 & 4 +HEE R 3 4%
Verification client Verification client Verification client
(HDLC address : 0x10) (HDLC address : Ox10) (HDLC address - 0x10)
Security: NO security Security: NO securnty Security: NO security
Management client Optical client HAMN client
(HDLC address : 0x11) (HDLC address : 0x12) (HDLC address : 0x13)
Security: High Level Securtty: High Level Security: High Level
Security(HLI) Securtty (HLE) Securtty (HLS)

3-3 DLMS/COSEM server 205 (Ef8 240 & 57)
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LB

53

1 /=

B 770 =l o B e A I R

Harst &8 cieftay DLMS &M

72 3-1

B HIFANFR 3- 1 FR

STEEICEEALAY DLMS JE A EARESIFE

st

BT (TR

i

general-protection

v

general-block-transfer

v

read

write

unconfirmed-write

attributeO-supported-with-set

priority-mgmt-supported

attributeO-supported-with-get

block-transfer-with-get-or-read

block-transfer-with-set-or-write

block-transfer-with-action

multiple-references

data-notification

<

SHUE LA Push #Y H BB RS

daccess

get

set

selective-access

event-notification

AVUE LR S5 A Y T S ]

action

N ANENENEN
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Verification Client &2 HAN Client 287 FEIRFE 413 3- 2 Fiw -

7 3-2 Verification Client 1 HAN Client 7% DLMS g%

Physical The Name of gy HDLC N
Location Client e Addr. s frizt
PR £%t | Verification client \Y 0x10 ® et Build AA first
® block-transfer-with-get-or-read No security
° selective-access Confirmed AA
Pull
Plain APDU™
HAN client H 0x13 ®  block-transfer-with-get-or-read Build AA first
® ot HLS
° selective-access Confirmed AA
®  cvent-notification Pull
®  action Ciphering APDU™

“EE t APDU AINEHIA SRR o DABTES T AL
25k 1 APDU B AES-GCM-128 » ZEN[IZEEEEEE -

3.1.2.1 Verification client (V)

Verification client [5] DLMS/COSEM #Z#21/Y Public client @ FARNEZHERE RS 3B E H Ay »
Verification client R ZE#E#8 (No security) » E APDU tARZENNIZE » HLARRESEEE RN EER » &
S R N EE ©
3.1.2.2 HAN client (H)

HAN client 7] 55 FH P Gateway ~ HEMS ¢ IHD F4EE » HORGEE F BRNAE[ARE » 2
A LGERARNERANEER -
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3.2.AA AR

s EFE TR AL R (E E S (serial) /M H LR EACHE - —(E BT RSB 2R )@ » —(#5 AMI /&
SN ARGHRE - W1 1.1 BT - 2RE & B & InEYER (DL T Route A)LURZKE HAN Uiyl H (DL T &
% Route B)¥+E B ITHIFEHIE S % Pl /1 > Route A & B Data Link Layer (L féf§ DLL)¥{H
Fi HDLC #ER1#E; Route A & B Application Layer (LA T &% AL)¥5{# A DLMS/COSEM #ERfzE -

DLMS client B server Y AA BEEETLHT » WHSTLEENT client B server fEJHY DLL - #&%8 I client B
server HHEIfFAE AMI B¢ HAN HYZE s (5 B4R PR S I Ky 5 I (transparent) > ARFEEH{EEHE P1 /M HE
1 DL 81 AL #@:FURFLAEITERET - i AMI B2 HAN HY38 SR A B4 Rg N B0 DL B AL RIPRAEA

g AR

TE#ulE

3.2.1. Established application association

ZKEf7ERBA Verification client B HAN client (& P1 1) F BhEEE18 BT Server management LD
T AA LRI AR -

3.2.1.1 Data Link connection

DLMS client £ server Y AA BEEETLAT > P& client ¥ server fEHY DLL >
Verification client 3¢ HAN client A& P1 /1 HEIEIETE BT Server management LD 777 DLL HY&E K
% » Verification client B¢ HAN client (4% Primary station ; f&fE PS) & Er@heast& 8 0# 17 DLL ##
&t DLL iRREEAE 3- 4 -

SNRM

UA/DM™

DISC

UA/DM™3
3-4 Data Link jREE[E]

—BA4E PS st B BTG IR NDM AIREE T - & PS 2536 SNRM 4551880 - i HEt 8B
Tt [EE UA 154 - AIEFEETH#E A NRM 2 0 25 ITHUE R Operation Mode » fAFEH]
DI Z 1% EENE o ELANEETT AA B3RS © & F Pimad et DISC i £4asT 2B chs > i B3t &
et [ElE UA B4 > RIEt=EE o A NDM #H= > HEEFEH =B eHiEE Y Non-operation Mode °
TEE ©fF NRM AUREEA B DUETT AA BISSIRESR] > ARG E] Ul fYERHES 0178 DM » 5527% 03.4.3.5
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\

>R BT B NDM [HREE
“EE  EFHEEITUCE] SNRM > S FNAE#E A NRM AIlE[7Z DM -
PR EEHEEITICE] DISC - #$3 HATCAKAE NDM T > Ail[E[% DM -

DA Pl A E BB » € [EIE{FE(F 28174 DLL connection for Management client ~ Verification client B
HAN client &

3.2.1.2 DLMS Communication operation procedure

I EE G DLMS client B2 server 217 AA HEERBIERISHANTRAE - 20ME 3- 5 For ¢
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5B )N E] e iR

NRM START

T

15 cOPEN R 7322 = AA
® Lio% AA=OXIO(V)RI 4% 5 & B 3@ T2 4 o
® o AA=0x11,0x12,0x13(M/O/H) | i 58 % & B 2z » FoRl4e R 22 nsg -

%

4 )
# 1<GET/SET/ACTION/RELEASE R 7+

® GET : B8 & P IMenffd o

® SET @ K %7 & P FRenfisfd o

® ACTION : 3 {7 % & P fRendizt o
® RELEASE : f#3<AA -

J
v
[ 17 PRF> ]
. )
( w % 2 % 1 GET/SET/ACTION/RELEASE/EventNotification PR 73
® GET: rr%é p%mp‘}—o
.SET:?ﬁﬁﬁm%\ ‘}' ‘L-a:o
® ACTION : w B34 7% %\ p\ AT b S R
® EventNotification : Event
\o RELEASE : v % f# % AA S % » 4ok = 7k 6B € NRM - j

NO

Timeout?™!

E 3-5 AA AR E]
"&F © HDLC #Y Inactivity Timeout * &7 —ERBFRE1 2 A ULEIERHE - EEFE HEhE A NDM AVARRE -

3.3.HDLC-based Data Link Layer

8> HDLC Data Link Layer BYEF4HEREHEE 208 CNS 15593-46 ZE 6.2.1 » HZERE4E 3- 6 At
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EOB T )7 BB T MR

Primary station / Client side Secondary station / Server side

Service user layer

A A

g€ 5 2| 8
- =
G| G 51 &
w w w w
= = Z =
g 2 z| B
el 9 Q| °
a| o B| B

Data link layer

Y Y
LLC sub-layer
A A
g 35 B| 8
: : = .
5| & ol ©
(V5] w w w
= = = =
=z =z =z =z
o [s] o o
?l 2Q °l 2
< < < <
= = = =
Y Y
MAC sub-layer
Physical layer
SNRM command
-
UA or DM response

3- 6 Data link layer services for data link connection

client %5 SNRM 5880 » BRI R B2 =GR AIE]{E UA > RAI[EEH DM -

AfHERY HDLC protocol 2675 CNS 15593-46 » HAHRH F HEEIELN NATl -

HDLC FfHERVERHARE 25 5E1 3.3.1 -

i Ul EREE TE RS - ANEH 1TEE » BASZIRTEIIEE - WA RKEERE EHinsE
H block-transfer °

B A UL T ERIE & 779 bytes

{55 FH—{1& HDLC firtk - ZUSERGLEE Akt -
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3.3.1. HDLC RAEN48
HDLC SFHE" (St ERs AN 3- 3 $E3R! SRAPISIEAIE « #132 3- 4 Fi -

7% 3-3 HDLC :HtEf1E APDU
[k [ RERSs [ BASMerhE | AEfhE | #kl [HCS | LLC | APDU | FCS [ ji |

7% 3-4 HDLC :HtEANELE APDU
| | FUERSE | BEHrhE | AOEfEE | ] ] FCS | e |

HCS™ 2 FCS™ iyt 5702 —FEHy - E7H APDU HIIHE: » 412 3-3 » F HCS HUEFRUZ(EAERS
(E)EHZEHRI(E) » T FCS” BRI IMERZ(E)E] APDU(E) 5 48 APDU HYHSHE » 2132 3-4 >
H FCS” st EE e MERS R E)EHEFI(E) -

TEE O BEAIEREHES 2% ONS 15593-46 HYEEET 6.4.1 ©

5k HEE AR E S ONS 15593-46 BI85 A -

3.3.1.1 HERERGT

2R F— (B T4 > HEE B 0xTE » N 4% multiple frame
S ONS 15593-46 E2Ef 6.4.4.5 > EFTRGRATIRE R g8 -
3.3.1.2 FHERREMAL

MWL R R (E e al - © F S =AY - 73 Bl Btg A=Az (EE 4 o) ~ 7
fir7e(s, 1 Ao BLEE R & T, 11 fi270) > 403 3-5 ok

#3-5 aTVERS 2 iz
[t JoJirjofsfrfrjurjuL L |LfLfLjLjLjL |

AR - AIE 4 @A7T > HAZAEE R 1010 ¢

St ERAITT > EER 0 0 N EELIIRE

L : sMERE - HEENEESAIEMEEE - SasEal sz i VST R WERS =0+ B AL B + 2R
(LB +ZEH]+(HCS+APDU) '+FCS = HE/IME A 77 Ml AER 777

U SERZERIE &7 APDU BY > 413 3-3 -

U A ERCEMLE AR/ —EA T4 55275 CNS 15593-46 ZEHfT 6.4.1.4 ©

CEE AR E R REE ANy 779 A1ITAH o HEE AR R ERERE - BRrLAKy 777 fizoc4l 5 KA IEC
HDLC setup HY max_info field length transmit B max_info field length receive E%1E 768 © °

3.3.1.3 HHEyHEESRIRAL MR AL

BERTE A R E Az i i« H Bs BUACR AL AL > R HDLC 45248 ISO/IEC 13239 2 4.7.1
sy HDLC a7 b FaE (el I v {18 AL kA 11 -
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3.3.1.4 PeEIRERT
AN E I B—(EfroceH - AfE R 38 SNRM ~ DISC ~ UA ~ DM ~ FRMR £ Ul

3.3.1.5 EERENERFHCS)HAL

Z ML E E Ry (AL TAE - EEHER APDU BB - 4055 3- 3 Fw > H HCS #UETEZ

fEAEERERIE) -

fREaHE

3.3.1.6 LLC
200 CNS 15593-46 Eifi 5.3 » fljaldnsz 3- 6 fiw

FEE

LLC format as used in DLMS/COSEM

72 3-6
H Ay (G2i) LSAP AR (AHE) LSAP LLC Quality
8 fir7T: OxE6 8 fir7T: 0xE6 or 0xE7 8 fir7c: 0x00

H fyHr(Els) LSAP & %E By OxE6 ©
AE(ASE) LSAP © #4152 0xB6 103
LLC Quality * [&xE £ 0x00 °

3.3.1.7 FMERRENRRF(FCS)HAL
a2 ML ] Ry A (E L CaH - E 75 APDU HUBHi: » 4015% 3- 3 R > H FCS VST RUERERUHER =
(2)%F] APDU(R) ; /2H APDU HYRFHE: » 4155 3- 4 Fror - H FCS HYEHEUR e ERS ZU(E) 272

(&) °

» QIERJE OxE7 AFR(E17E -

PrANGAN
i
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o
i

3.3.1.8 HeEHMEAIRAI BRI R

PS=>SS (Secondary Station » A AiEaT=EIT) Bl SS=PS HDLC FERY H Y B A i B
EFENT -

HDLC H Ayt B R A1 B B % F DLMS client association id (E¢f% client id » £ HEfEFE cid)=k
DLMS server logical device id ({F L& did) » #0E 3- 7 Ao -

PS (Client) SS (Server)

DA =did SA =cid

DA =cid SA =did

3-7  HAYHEACR AL EHY BT
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B

3.3.2. Layer for HDLC :RAE

MR4E Layer 2K47f#% HDLC

HE » 20 3- 7 s -

% 3-7 Layer for HDLC ZHAE
Layer A= G Byte #i & BE fiai
0 | HEIEGES) 1 0x7E ] E B E
FE AL 0x0A Bit 15~12 [&EEE
|y | BT 5 0 Bit 11 * RSB
RHVE R Bit 10~0 B &4
MAC — (A
3 E B HE 1 HEERSEE HDLC firdl: 0x01
4 AN HE 1 Verification client: 0x10
HAN client: 0x13
5| P 1 HEE 0
6~7 | IEIEMEIEFFHCS) 2 SHEL FCS(1~5)
8 E Ay LSAP 1 0xE6 [ EHUE
. Request: 0XE6
LLC ? AR LSAP ! Response: 0xE7
10 | LLC_Quality 1 0x00 & E A
Application | 11~N | APDU N N=0~
Ntl | RHER IR (FCS) ) j_;;fcag( .
N+3 | RS H) 1 0x7E [ E B
ST E BTSRRI > 0% 3- 8 AR ¢
3-8 List of HDLC 35 Hi[n|7E
HE T it #{H(MSB->LSB) ELEE e
I RRR P/F SSS 0 AR
RR RRR P/F 000 1 A%
RNR RRR P/F 010 1 AR
. BEZAE 7 UA
Client > Server SNRM 100P 001 1 R[] DM
Client = Server DISC 010P 0011 E Iljfglli/[/[ Eﬂgié gﬁ/[
Server > Client UA 011 F001 1 [6]7 SNRM/DISC
Server > Client DM 000 F 111 1 [6]7 SNRM/DISC
Server > Client | FRMR 100F 011 1 %i’%ﬂf SCHR SR
L]
Client €= Server Ul 000 P/F 001 1

RRR: Reception sequence number
SSS: Transmission sequence number
P/F: It shall be always assume it 1
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3.4.DLMS/COSEM fR % e s
AREE L T2 BT AR I S AR R AR -

3.4.1. Data Link Layer 43
3.4.1.1 P1 Z1T Data Link connection

Verification client 2 HAN client &35 4% FAN HERETT
FRHAE 3- 8 A7 o

FAN ii 21 8 =~

% 3% SNRM ¥ &2 * Management or
Verification or HAN client DLL i 4
SNRM

fr KR T EAE T & BT 3Ry DLL &R

UA

3-8 P1 ZE17 Data Link connection
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3.4.1.2 P1 g Data Link connection

s EEHIT RS B BHUIRAERE FAN 5T Er DLL &R AYES K G A 7Y Management
client ~ Verification client B2 HAN client) » Zl[&E] 3- 9 A7 ¢

FAN i 21 ¥ = P H A

l%}“*if DISC ¥ %7 DLL i 4

DISC

UA

DM

3-9 P1 5§ Data Link connection

39




G (GREDAE H)

m Y500(109-03)

BB TN E E M R A

3.4.1.3 £ 23F P1 17 Data Link connection

B TYIMERE T 28T OEF 1L DLL #4REE - 40 ATl
® SNRM MyfER e L2 information f#{r > LIFTE] 3- 10 75 -
FAN i 2 ¥ = Y

% 1% SNRM ¥ :#2= = Management or
Verification or HAN client DLL i %
SNRM

ORHFde 3
DM information 1 i

3- 10 #4577 DLL @ #&§E iR 8 & information 117

® DS {F{#FH Verification client » #[&E 3- 11 F R -

FAN i 21 H ~ HLEH A
J) 7% 3% SNRM ¥ 3#2& = Verification client DLL i
SNRM
OP5 & ez ®
DM

3- 11 4#E)EZETT Verification client DLL © P5 [FAE{#
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3.4.2. Application Layer SUE5 B4
3.4.2.1 P1 ZE1T Verification Client 2:5H4R

FAN @z B o & & & {E Verification ~ Management E1 HAN client 55°K » &8 P1 /) HiE
TCEETLECHRET AA @ﬁ Verification Client AA

A_yj A7¢

IS A
AA EhE Wiz AR AE 3- 12 Fow ¢
FAN if 31 H ~

=g =i=}

HHE
B No security * BT PAAZE AARQ #& =0 NS IERE

® 3 % AARQ ¥ 22 > Verification client
H1AA i# AR
AARQ
AARE

3-12 P1 ZE7T Verification client
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3.4.2.2 P1 Z17 HAN client 2IE8H4R
HAN client AA %285 HLS > Jrf240E 3- 13 s -

FAN il 3w H ~

J) 3 i% AARQ ¥ ¥ = HAN client ¢ AA

=t
|l
e
Kl

AARQ

AARE

@ =% ¥ Association LN =1 reply to HLS authentication
f(StoC)

w % reply to HLS authentication #1.% % @

f(CtoS)

3-13 P1 ZE17 HAN client ZPEEE 4R
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3.4.2.3 P1 H Verification client 275H4R

SriEAE] 3- 14 FoR -
FAN i 2 ¥

e
|l
o
Rl

J) % 1% RLRQ ¥ 2 ¢ ¥t Verification client
1 AA i &

RLRQ

RLRE

3- 14 P1 5[ Verification client Z7E5H4F

43




G (GREDAE H)

m Y500(109-03)

S /) AL M R

3.2.4.4 P1 E7 HAN client S7E5E4R

SrfEdE 3- 15 fs -
FAN i 2L ¥ ~

e
|lo
o
Rl

J) % i RLRQ ¥ 2 ¢ %7 HAN client 1 AA

RLRQ

RLRE

3- 15 P1 1t HAN client SYE5HE 45
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3.4.3. Application Layer BRI
3.4.3.1 P1FHEERGET EFR)
SAZANE 3- 16 Fiow -

FAN i 21 ¥ =

"%}ﬁ GET # B~ 7L
GET.req

GET.rsp

Confirmed Service Error

3-16 Pl HHERHGET fuks)
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3.4.3.2 P1EZRISET R
AEdE 3- 17 for

FAN il 3w H ~

® 5 i SET TFH
SET.req

SET.rsp

Confirmed Service Error

3-17 Pl BEERSET fiz#%)
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3.4.3.3 P1 #{THEEIE(ACTION JRF5)
SRR AE 3- 18 AR ¢

FAN if 21 8§ ~ +E
‘ % 1% ACTION # 73 i®
ACTION.req
ACTION.rsp

Confirmed Service Error

3- 18 P1 #hfTH#(E(ACTION fi#%)

47




45T (AR EAE F)
m Y500(109-03)
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3.4.3.4 z&EEJC Event 3% (EventNotification Ig5%)

ST REITHRECEH: Event BR} - &% client £ NRM B > RIEFEEE AR IEENT client > JRAZA0E 3-
19 AR -

FAN i 3w H ~

Event f§
NDM
EventNotification.req NRM END

3-19 EF=HJT Event #%1 (EventNotification fiz7%%)

A

=¥ 1 EHEE TN TrigeerEventNotificationSending ©
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3.4.3.5 EFEEJTE NDM ByiRRE

s EHITHYE— client HYREE K NDM > AISRUCE] UT SHERVERE RIS FAN daH T ol

.
B

ST  HLTRZ AN 3- 20 BT

SyEs A FAN U ¥

6%ﬁwaﬁ

Ul 3 f=.req

DM

& 3- 20

sTEH TR NDM ARG
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3.4.3.6 :FEEITE NRM HJIREE
EULE] U SUEEZ RIS N 738 803% AA BYIRRE(Assoication Status) A ¥#f > EEHIAE not-associated

W RLRQ Y UL EHHE - w4l

FASER 3-9 0 FURRAIE 3- 21 FR

34 S 3 FAN i 2w H TEH A
6%ﬁwﬂﬁ
Ul 3 f=.req
Confirmed Service Error
3-21 R ST EGRAEN
7% 3-9 ARG EL R 75 TESR
. 8 clients N .
HE = 8 &
AA JREE vITM Il ol B TeEFARTS st
non-associated © | ©| © | © | AARQ
associated © RLRQ/GET no security
non-associated U EITEREARY AARQ H
(HLS A2 fStCYRLRQ SUCE] (St00)
associated ACTION “~NEHE £(StoC)
(HLS E272%) RLRQ/GET/SET/ACTION
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3.4.3.7 z1EEJ T Push FA]
=

EREZORAGIRGERT - 5 E BT AR Push BYECE - RAHEBEE R} Push £FEERY client » it

FEANE 3- 22 For

FAN i 3t 8 ~

DataNotification.req™

3-22 Push @41

TEE MR8 number of retries B repetition delay SRE 0 5 EEERZCEGE M number of retries » HIFEE L

R Push AT ; EFFERAFZEELT Push BAIN - %5 2 FifHY Push IR K Ea B ARTER » 55

TR —ZXH Push AT -
“5¥ ¢ 55{# I general-glo-ciphering fIEE & > 5 Push AYEORIAFA BT EIEAT AN » ERAIEE B i A (i
FHAE - 35 BBV EIR 2 block A{#H A general-block-transfer J7 = {H#g - H{FH general-glo-

ciphering %% °
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3.4.4. {EIAEAEAL Timing HIBIFE

HARNFRETE FAE 3- 23 fir

P1/P5 EH A
| DL st > g1 v 5
1

SNRM/DISC
| [1]DL i 518 £(2 = /¢ 47)B 4o -
1
1 tl
! UAD | v [2] DL i dtw (2 = /7 %) 4o
1
1
| AL g s >
! AARO
' [B]AL iRl Rk k2 yy
! t3
: AARE| v [4]AL :nzd sw FaE = B4
1
' Action request
| [SIAL HLS i #53 4 % yy
1
! Action response "tS
! [6] AL HLS i i 3n s & %
o .
| AL 3 21 < APDU
' Get request
D [I]AL & 43 5 T 4o v
1
11
1 Get response t . —
! Y [12] AL % %3 5 7R B 4o
: _ Set request
| RIAL & 5
H {7

| [BIAL & 4t 745 = &"ﬂ Set response | | 12 .
! y [22] AL v B3k T AL 4
: Action request
| Y
: Action response [ | t3
: v [32] AL v R 74, £ B 4
1
0
CAL@s & |
' , RLRO
' [7T]AL @ 3% £ ¥ 8R4 7Y
! t7
: RILRE | vy [S]AL i s w § ¢ 53 4o
|
1
b e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

[ 3- 23 {HiR B ER R e ]
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HRFE SR AIE] 3- 24 FR

o1

tD

o]

o]

Response pf %

tD

o]

Response %

3-24 HFREICHEHE]

il E e 405% 3- 10 Fon

%2 3-10 AR R e E 5%

K% TSR e BEH[E st
tA PR T T BT R 0~25ms HEF R T O kg
tB A T BT I 0~25ms B ek AT O s
tC I ZR B SR A HE 20ms or more

tl DL ##L&/ H Ey [o] 7 Y BF 10~400ms
t3 AL PG 4R TR 10~400ms
t5 AL HLS {5545 AR E 10~400ms
tD t7 AL AR SR R T I R 10~400ms
t11 AL ZOREEHUE R R 10~6000ms
21 AL ZRE E BRI R 10~6000ms
t31 AL [l TS AR 10~400ms
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3.5.COSEM application

I EE B ACSE B xDLMS-ASE AVERIERE - 40 N = aEfiprik -
3.5.1. EERMEREMEAE
3.5.1.1 gt

FANE 3- 25 s

& 3-25 SERAVINEE RIS

YIS FIAE AARQ B AARE #YEE » A user-information AYME FE (e A xDLMS-ASE HINIZEFE
= 5 SR EA RS AYES > EEAT Get ~ Set ~ Action % » HH &5 xDLMS-ASE -

3.5.1.2 xDLMS-ASE fgfirsRen

Verification client # 7€ 5% NO security » FrAR &4 xDLMS-ASE AN @ S AEArERBA a0 3-
11 Ffpaft

72 3-11 xDLMS-ASE fields

COSEMpdu tag Length Security Control Frame counter Cipher Text Auth, Tag

9Y) @ ©) @ ®) ©

(1) COSEMpdu tag = PATFIH & key (£ FHAVHFRESL » 40w ¢
® glo-initiateRequest/glo-initiateResponse * FIfFEEe5 = 4R (AARQ/AARE)

® glo-action-request/glo-action-response : FAFE f(StoC)/f(CtoS) e

® glo-action-request/glo-action-response : FATE key A& (Security Setup global key transfer) °

® olo-confirmedServiceError * #5EAG 825 (0] ZE AVHF (%

®  ded-get-request/ded-get-response : sEHUE R}

®  ded-set-request/ded-set-response : F%E &R} o

®  ded-action-request/ded-action-response : EITHE<S » bR T _LAGEECE RIS € ERIETE <
o

® lo-event-notification-request : Z4-_F#y o
®  general-glo-ciphering  Push &k} F{# » system-title 5= Eaa1E O °
(2) Length * BEZQ)EIOHIERE
(3) Security Control * [& 7€ & 0x30 » Encryption and Authentication °
(4) Frame counter : Frame counter” » 352 %&:E"
(5) Cipher Text * fIIFNEZ » A AES-GCM-128 -
(6) Auth. Tag : Authentication Tag > HfHH AES-GCM-128 {EIH NS EARY -
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'#¥ © Frame counter FYE {EAREIL NATHL -

1. FEBRE={E clientsM ~ O Bl H)AY frame counter LA ZE E HI4E#E » S client £ [ {# frame
counter * —{EE 1% (meter frame counter)  » —{E & f# %5 (client frame counter)F e

2. EEFREH CEROHERFTART frame counter i O ©

3. EEFRFTREEBGUKRHE VAR AA Y meter frame counter §F 0 » #15E PS(Optical client) 5
¥rE /Y GUK - AIfEEEZRImRY Optical client #Y meter frame counter EF 0 » %15 P5(Optical client)
BE ¥ Management client #Y GUK » HIfE &R ImAY Management client #Y meter frame counter & O e

4. BERIGEGT(HZE TN BRI EEF meter frame counter il 1

& B2 meter frame counter & fZHF ¢ SEE 0 BHLG BN -

6. EEFRBEUINEAY AARQ » ¥ user-information HY frame counter & {Fis A EHIEAE(E » EEAIUk
F AARQ HY frame counter 55 200 » HII N —ZXFHHAZEULE] frame counter £y 201 ©

7. f(StoC)/f(CtoS)HY frame counter XAZHSTHN 1 1% > FE{EEFELNNEEAY frame counter FHAM 1

8. ERIHOVEMGE PL/PS IREENIEEAY frame counter A BN RS —ULFIAY frame
counter RAEARTART—ZKIY frame counter © (35 &N 40 (B2 TT BB IR Ry A b [ IR B8
R BCERN IEE M VB EREID)  HEE—XCENHY frame counter B E—ZRULEHY frame
counter NEEARS 180 » HETEFAE BB 15 7 > HIEF S WEMEE K -

9. EEFRIm/HTT LUHIET P1/PS LnfE X NN#HY frame counter iz - FHARIFEZE 8 5% -

10. EERImEE P1/PS LnfEsRAY frame counter JZH B0 > HARRAIEEE 8 & > 55 A Z BB EEHE
A6 R ETEZ AA -

11. & P1/P5S Ii— RIS 4 iy - ERImTRME T —Eeis L IR — T e il T ik -

12. & P1/P5 Iii— R B imls - ERIn TRt L2 ol Sigel o] DR E I T ReE T2 i<
.

13, fEEmEHB(GUK ~ AK B KEK)SRHARR DhE Ay o [a{E4E RV ES e ighng -

14, E&#(GUK ~ AK 81 KEK)AHAR D% » B ImEL P1/PS U T 2R AV HE (#2455 (0 A pr<ede 0

=57

ZAe)

15, FEFEN A E 1 A A UEERAVIFIE - 405 P1/PS MmN Ry AL tb R NI A U B 3850
TASERAVEIIE > P1/PS IS SUEE AT 85 @ s (AR S R IR 258

N
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77 B NO security 82 HLS WiER47aRBH » 2032 3- 12 fis

< 3-12 AARQ A7
e NO security | HLS | LS 521 st
cipher
AARQ-apdu tag © © [&] 7E &5 0x60
SES7E ISO/IECR825-1 HY Length HY
Length © © s
B EAgIER
joint_iso_ctt 2
country 16 LN without
L country_name 756 ciphering iy
Application-context-name © © identified_organization 5 context_id & 1'LN
DLMS_UA_element 8 with ciphering £ 3
application_context 1
context_id lor3
. . FH# % Security setup AYERHA(client
Calling-AP-title © © system title)
Sender-acse-requirements ©
T LI
joint_iso_ctt 2
Zgﬁﬁﬁ’ name ;26 NO Security B
Mechanism-name © © country_ o mechanism_id A
identified_organization 5 0+ HLS % 5
DLMS_UA element 8
authentication_mechanism 2
mechanism _id Oor5
. o GraphicString(8 bytes) » [EtipzE 4 »
Calling-authentication-value © {1 byte HFAELEs 0x00~0xEF CtoS
. . Encryption/authentication tag with the | NO security R 77
user-information © © © global unicast key 5% ciphering
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77 B NO security 82 HLS WiER47aREH » 2032 3- 13 s

7 3-13 AARE @iz
i 78 NO Security | HLS | TL° 1 sk
cipher
AARE-apdu tag © © [&7E A 0x61
SES7E ISO/ECR825-1 HY Length HY
Length © © s
B EIgIE)
joint_iso_ctt 2
country 16 LN without
L country_name 756 ciphering Yy
Application-context-name © © identified_organization 5 context_id & 1°LN
DLMS_UA_element 8 with ciphering £ 3
application_context 1
context_id lor3
Association-result © ©
Associate-source-diagnostic © ©
. . 5 £ % & Security setup Y £ BH
Responding-AP-title © © (server system title)
Responder-acse-requirements ©
B LGl
joint_iso_ctt 2
zgﬁigy name ;26 NO Security HY
Mechanism-name © © country_ o mechanism _id £y
identified_organization 5 0+ HLS 5 5
DLMS_UA_element 8
authentication_mechanism 2
mechanism_id Oor5
‘ . o GraphicString(8 bytes) » PEf#& 4 -
Responding-authentication-value © B T A REEL B 0x00~O0XFF StoC
. . Encryption/authentication tag with the | NO security 75
user-information © © © global unicast key % ciphering
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7 B NO security 82 HLS WiER47aREH » 2032 3- 14 fis ¢

< 3-14 RLRQ ##fir
i 47 NO Security | HLS | TL° 1 sk
cipher
RLRQ-apdu tag © © [ 7E By 0x62
=4 RN 2
Length O O FH% [SO/EC8825-1 HY Length HY
FE
Tag information of the Reason © © [&] & £y 0x80
Length © © [E] 7€ £ 0x01
Release-request-reason © © [&] 72 A 0x00(normal)
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77 B NO security 82 HLS WiER47aREH » 2032 3- 15 fis

72 3-15 RLRE ##fir
i 47 NO Security | HLS | TL° 1 sk
cipher

RLRE-apdu tag © © [ 7E By 0x63

=4 RN 2
Length O O FH% [SO/EC8825-1 HY Length HY

FE
Tag information of the Reason © © [&] & £y 0x80
Length © © &€ F 0x01
Release-request-reason © © 0x00(normal)=%, 0x01(not-finish) Ié;t;ggl;}é Egﬁ R
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3.6. FENEHREREE

3.6.1. Data Link Layer $&3RpEH

W% 3- 16 o

7% 3-16 Data Link Layer $ 2557 2
e . FRMR &R CHE N
RN R AT e
[zyxw]
No start flag .
(Character interval timeout) No response Frame failure
No end flag No response Frame failure
(Character interval timeout) P
Abnormal frame length (not match) .
. : No response Frame failure
(Character interval timeout)
ERNRE RN RN EE
Abnormal frame length (too large) Return FRMR 0100 (MaximumInformationFieldLength)
HCS, FCS error No response Frame failure
Bemg segmented segmentation subfield = 1 or Return FRMR 0001
P/Fbit=0
Des.tmatlon address 1s not a measuring Return FRMR 0001
equipment
Source address is undefined Return FRMR 0001
Received I frame Return FRMR 0001
Received RR command Return FRMR 0001
Received RNR command Return FRMR 0001
Received FRMR command No response
Received empty Ul command Return FRMR 0001
Receive other commands (excluding UI) Return FRMR 0001
Destination LSAP is undefined Return FRMR 0001
Source LSAP is undefined Return FRMR 0001
LLC control code is undefined Return FRMR 0001
FRMR AY#&=Xa05% 3- 17 Fiow -
= 3-17 FRMR #&=(
i _ . ik
P MactmmE | Hes e RS |
7T~ 7~
Control code C/R bit Error code
ZEHA request HY control code 000C/RO000 0000zyxw

C/R bit
C/R bit

60
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3.6.2. Application layer $E5ERERHH
3.6.2.1 AARQ

U EISEERAY AARQ » E[o%F AARE BYNZELIFE 3- 18 s -

7 3-18 AARQ §E R
FEERER] Association-result | Associate-source-diagnostic | COSEMpdu | Choice | ServiceError | Kind
1. GRS ERIRIAL - BE _ '
/2’A Calling-AP-title choice: acse-service-user confirmedSe | initiate
2. Calling-AP-title ER client &~ rejected-permanent |- choice: (0x01) rviceError Error Other
) T & < 0x01) value: authentication-failure (0x0E) 0x01) (0x0A)
3 AA@REQ Tag 50 EFERTT value: (0xOD)
. ag BRSEANTT
1. I reiected-permanent EEEEE ?gif)lsf rviee-user confirmedSe | initiate | application- Siigh
2. SC 71F ﬁ; B 0x01) value: no-reason-given rviceError Error reference error
3. Tag ¥ value: (0x01) (0x0E) (0x01) (0x00) (0x06)
1. fREENERAES choice: acse-service-user confirmedSe | initiate
. ani = 7] 57N . . o
ot rejected-permanent | choice: (0x01) . initiate other
2. ded key FeJEAH e (0x01) value: no-reason-given rviceError Exror (0x06) (0x00)
3. proposed-conformance 457 value: (0x01) (0xOE) (0x01)
. . applica
choice: acse-service-user ) . - .
reiected-permanent | choice: (0x01) confirmedSe | initiate | application- tion_u
1. P5SEESETL AA ! (OpOI) value: .no-reason- ven rviceError Error | reference nreach
* valier (0301) & (0x0E) (0x01) (0x00) able
’ 0x02)
choice: acse-service-user confirmedSe | initiate
1. HBFTEFRENREIEERL | rejected-permanent | choice: (0x01) rviceError Error initiate other
IREE (0x01) value: no-reason-given (0x00) (0x00)
value: (0x01) (0x0E) (0x0D)
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3.6.2.2 %%
W1% 3- 19 For -

*3-19 st

R A Service COSEMpdu | Choice | ServiceError | Kind
lo-action-request write
- e (0x06)
1 fRERHL ded-get-request confirmedSe (lgfgg) application- Sre;lp_h
5 Turc rviceError Wrile reference erro%
3. Tag AFEF ded-set-request (0xOE) 0x06) (0x00) 0x06)
i write
ded-action-request 0:06

153 . Tag @§T§UWI§ ’ ﬁDTﬁﬁiﬂ_‘L ’

1. COSEMpdu tag * EEAERZ{FHF ded-get-request » {HANHER glo-get-request > 17 £ Tag RFF ©
RS IR B IEHE » R IEEtERIE B Tag 4T -

2. Authentication tag * E AN Tag » FHRA
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3.6.2.3 EFBRIVERINE
1% 3- 20 FT -

#*3-20 ERWNEHRRHE
S H A | Data-Access-Result/Action-Result

— & $E =R (Get.request/Set.request/Action.request)

priority of invoke-id-and-priority A4 Normal

type-unmatched

RZHEAY class-id

object-class-inconsistent

instance-id(obis) N {FAE

object-undefined

SR FHUL AR

scope-of-access-violated

$E25(Get.request)

Choice “~ & normal B next

type-unmatched

attribute-id RN{ELE

object-class-inconsistent

Read failure

temporary-failure

HArFERRIE EalighaR

other-reason

$E 35 (Set.request)

Choice RN & normal Fi first-datablock B datablock

type-unmatched

attribute-id N{ELE

object-class-inconsistent

EE AREER ALY attribute

read-write-denied

BL55 A attribute FYE{ERIAER T

type-unmatched

SHET A MY attribute AYE(E R 15 &1 [E

temporary-failure

TSR

temporary-failure

HArFERRIE EalighaR

other-reason

SR (Action.request)

Choice A~ +& Normal

type-unmatched

method-id “R{EFE

object-class-inconsistent

E ST R REFTHY method

read-write-denied

LA method M2 BIBERIEE 15

type-unmatched

{8 A method 92 B8 (E R 8 i ]

temporary-failure

AR b

temporary-failure

fStoORIBUEANTTUHIY HLS S2REHAR)

temporary-failure

HA$EERIE L all g

other-reason

63




G (GREDAE H)

Y500(109-03)

EOB T )7 BB T MR

3.6.2.4 HihgEsk

HAth R A A Confirmed Service Error FYHRES (B2 » 413E 3- 21 AR -

%= 3-21 Others error response

FEERE COSEMpdu Choice ServiceError Kind

AA KRBT HE T AARQ HYARTS » (HANUWKEIIE | confirmedServiceError initiateError service ser(;/;tce edfunsu
AARQ HRB TSR (0XOE) (0x01) (0x03) bp 00
e confirmedServiceError initiateError access other
Ak LI FATSHR (0x0F) (0x01) (0x05) (0x00)
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4. COSEM Interface Object
4.1 371

TR T S B » 4% 4- 1 BT

7% 4-1 List of interface classes
T class id %N et
Data 1 0 Class for accessing data such as setting values
Register 3 0 Class for accessing data with units
Extended register 4 0 Class for accessing data with units and capture time
Demand register 5 0 Class for demand
Register activation 6 0 Class for TOU to active current rate
Profile generic 7 1 Class for accessing profile data or multiple data sets
Clock 8 0 Class for accessing the clock (date, time)
Script table 9 0 Class for TOU to switch rate
Special days table 11 0 Class for TOU
Association LN 15 1 Class that §tipu1ates COSEM client association method or
access restrictions
Image transfer 18 0 Class for firmware update
Activity calendar 20 0 Class for TOU
IEC HDLC setup 23 1 Class for HDLC setup
Push 40 0 Class for push load profile
Security setup 64 0 Class used for security setup
Disconnect control 70 0 Class used for relay changing state
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4.2.Register for HAN client #1451

FEEEEFIH HAN client E 3R] FHAY register » fHEIVIEIER 4- 2 B -
(logical name = 0.0.21.0.6.255)

7% 4-2 Register for HAN client #J{4-%1/3%

* OBIS Code o %E = 21‘@ =1
AlBlc|DI|E|F B A ] B[] ]
0 0 96 15 3 | 255 | Register of record number for HAN client v (0) v (0) v (0) v (0)
0] 0| 1 | 0| 0O |25 Currentdataand time VO [ Yo | YO | YO
Ll 0| 1| 8 | 0 |255 | BELTE/INE YO | Yo | Yo | YO
1| 0| 2| 8 | 0 |255 | HEEBLT RN v (3) v (3)
1| 0| 5] 8 | 0 |25 |4EEKVAh QD

* AR FEETHY OBIS -

(number): £ profile #7{4 capture_object HY array index FYNER>
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ARERH IS VIR ENE - siHEALR 4-3 As

24-3 Interface class &EiA
=iy 2t gy class_id, RRA FEFR
JE ¥ B | wME | s AH | THEE | NRW
1. logical name (static) | octet-string(6) R
2‘ e ( ...... )
3
FEE T2 m/o NA
1.
2.
3.
AL ai IR L0 Data - Register -
A F e BRI S E h 2 B B I H (218 CONS 15593-62 Efi 4.6)
class id FARNAY ID > #EE s 0~65535 2 class_id {%FE#E5EHL Association
LN/Association SN #J{4:#Y object_list & » BLEEER 4 FH—[E a2
HRA BURIIRRA » 12 —{# LD #m[E—E R AR R -
J& 1 H 2R e 2 i -

(dyn.) ks ] R BT e (E B M Rl -
(static.) FEFHFRET BT ERTHYBEIEDGY © $HREERHER RILIH -

logical name

AR 2 —EE N > IR EH{E(COSEM #)4:) -
logical name 2 {HZEFF& OBIS fZ#E (24 CNS 15593-61) °

FORP EZBEM BRI 5 55208 ONS 15593-62 ZEf 4.3 HLEIERIER -
e/ IME EHEZE IR IME - WRZE[RFEGHER/ME -
N ER EFEZBIENRAE - WRZEARFLGHERAE -
THEY TE BB ITHEY - BB E RS > ANRIERZEE - WRZEARFH
THEY ©
N/R/W TEFe iz B EIIRER - N RFRZBIEAR T R AAFRZ B LEERL - W
REZ B LIE A RIW RFEZ @M DR ] DU A
F§E 772 FEfL@ I 2 R 7 752 325 o
N/A EFZIFE T EERER » N B no access FIVFEE - AAFREHIT S A B
access HYRHES @ (AR A DAET -
m/o EFFFE T AR EN B S ] B ER A
m (mandatory) bt Ry M J5775
o (optional) IRy iETE T 77
[ M A

HaE— B EREAR - BB - BvME ~ SR ERE TR -
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Dapessiiipe
RICRRE 7 A B E (L COSEM VARV T Ky -
e R RS

xDLMS AR#HY Read ~ Write ~ UnconfirmedWrite(f/H SN £85() 5 GET ~ SET(fEFH LN £5D{EEiEE
SERE B - AT > FL B E IR LM RS B - By BT EEE tRR E EESE
SN © IEESEE R B RS —3 5 -
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4.3.1. Current association
4 sk HATEASETT AA BY client °

72 4-4 Current association
KE A2 F% class id = 15, iRA =1 REFR
BIE B wME | ZAH | TR | NRW
1. logical name (static) | octet-string(6) R
2. object list (static) | object_list_type R
3. associated_partners_id associated_partners_type R
4. application_context_name application_context_name R
5. xDLMS_context_info xDLMS_context_type R
6. authentication mechanism name mechanism_name R
7. secret octet-string N
8. association_status (dyn.) | enum R
9. security_setup_reference (static) | octet-string R
FETE m/o NA
1. reply_to_HLS_authentication (data) 0 N
2. change HLS_secret (data) 0 N
3. add_object (data) 0 N
4. remove_object (data) 0 N

& 1 A

logical name

0.0.40.0.0.255

object_list

&L/ DIV BHEYIEAY class id ~ A ~ logical name B &M E
T3 AR > LA -

associated_partners_1
d

HETEETL AA /9 COSEM Server ID ¥ Client ID
associated partners_type ::= structure

{
client SAP: integer
server SAP: long-unsigned
}
client. SAP: 0x10 B 0x11 B¢, 0x12 2 0x13
sever SAP: 0x0001

application context n
ame

L AA FTRR Y28 -

application_context name ::= octet-string

HEEERE R OBIECT IDENTIFIER ifi B BER 4mHE - &%
53 HEREERA TR -

W
m

/E\\\ IEC 62056‘

| %7 ELE | &l |
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joint 1so_ctt_element unsigned 2

country_element unsigned 16

country name element long-unsigned | 756

identified organization_ element unsigned 5

DLMS UA_element unsigned 8

application_context_element unsigned 1

context_1d_element unsigned 1(LN without
cipher)

fREZ A-XDR HY4ma2F RIS 240 NAVEUE - PUTNE{E /S8 Us > 40°F
Firs + 09 07 60 85 74 05 08 01 01

xDLMS context info

=T AA BF > 45T xDLMS YA -
xDLMS context_type ::= structure

{

conformance: bit-string,

max_receive pdu size: long-unsigned,
max_send pdu_size: long-unsigned,
dlms_version_number: unsigned,
quality of service: integer,

cyphering info: octet-string
}
max_receive_pdu_size ::= max_send pdu_size ::= 768
FHSMECNS 15593-62 Zi5.12

authentication_mecha

EEIL AA R - 5T EEE =

nism_name authentication_mechanism_name ::= octet-string
H {87 E 7 OBJECT IDENTIFIER i A BER 4Rt » 55208 IEC 62056-
53 HEREERA TR ¢
7 ARG EgiE]
joint_iso_ctt_element unsigned 2
country_element unsigned 16
country_name_element long-unsigned | 756
identified_organization_element unsigned 5
DLMS UA_element unsigned 8
authentication_mechanism name ele | unsigned 2
ment
mechanism 1d_element unsigned O(no security)
fR#E A-XDR V8RR R 20 N HVEE » LT EEDF/NEAEIR - AT
Fis
09 07 60 85 74 05 08 02 00
secret AR LLS » 2052 HLS RIHAHBARUEREFAE Security setup object * FHZH
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\

B -

association_status HET AA AYIREE
enum: (0) non-associated,
(1) association-pending,
(2) associated

security_setup_refere ‘& AA & HLS AYRHEE » SEHE security setup FV¥(F > EEERINESE
nce security setup #J{FAY logical name °

ARyl

reply to HLS authen “R{HFH
tication (data)

change HLS secret  R{HFH
(data)

add_object (data) AEH

remove_object (data) A {HH
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H By No security 9 AA - client 7] 3EHVEE FHE Y ABHERL -
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B R R

= 4-5 Verification client
b oy class_id = 15, fA& =1 FER
BIE B wNME | ZAH | TR | NRW
1. logical name (static) | octet-string(6) R
2. object list (static) | object_list_type R
3. associated_partners_id assoclated_partners_type R
4. application_context_name application_context_name R
5. xDLMS_context_info xDLMS_context_type R
6. authentication_mechanism name mechanism_name R
7. secret octet-string N
8. association_status (dyn.) | enum 0 R
9. security_setup_reference (static) | octet-string R
FFETT A m/o N/A
1. reply_to_HLS_authentication (data) 0 N
2. change HLS_secret (data) 0 N
3. add_object (data) 0 N
4. remove_object (data) 0 N
JE M A
logical name 0.0.40.0.1.255
object_list WEZ/DVIIYME > FHEPIER class_id ~ BA ~ logical name E4-{E @ 455 E
TIEMIFEURER -
associated_partners 1 HETETL AA #Y COSEM Server ID B Client ID
d associatedjartnersftype .= structure
{
client. SAP: integer
server SAP: long-unsigned
}

client SAP: 0x10

sever SAP: 0x0001

L AA FTRR Y28 -

application_context name ::= octet-string

HEEEAYE Y OBIECT IDENTIFIER ifi B BER 4HE » 55208 IEC 62056-
53 HEREERA TR -

application context n
ame

ll
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B! ARG EgiE

joint 1so_ctt_element unsigned 2

country_element unsigned 16

country name element long-unsigned | 756

identified_organization_element unsigned 5

DLMS UA_element unsigned 8

application_context_element unsigned 1

context_1d_element unsigned 1(LN without cipher)
45 A-XDR B4R R AllEr 240 T HYVEUE - DUTEEDA 7S H#EALEUR » 0T

SN
09 07 60 8574 05 08 01 01

xDLMS context info

I AA BF > 457 xDLMS HYMZESE -

authentication _mecha

B AA T > 5T RREERY TR -

nism_name authentication_mechanism_name ::= octet-string
HEEAEAYE Y OBIECT IDENTIFIER ifi B BER 4HE » 55208 IEC 62056-
53 HEREEBU IR
7 ARG EgiEl
joint_1s0_ctt_element unsigned 2
country_element unsigned 16
country_name_element long-unsigned | 756
1dentified organization element unsigned 5
DLMS UA element unsigned 8
authentication_mechanism name element | unsigned 2
mechanism 1d_element unsigned O(no security)
TRIE A-XDR 8RR R 20 N HVEUE » DU EED-F/NEASTR - W0F
Ffi -
09 07 60 85 74 05 08 02 00
secret AEH
association_status HAT AA AYIREE
enum: (0) non-associated,

(1) association-pending,
(2) associated

security_setup_reference 0.0.43.0.0.255
T3 AR

reply to HLS authentica  {#ifH

tion (data)

change HLS secret ENEDE

(data)

add_object (data) AEH
remove_object (data) AEH
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4.3.3. HAN client
H A7 PImEA -

% 4-6 HAN client

KE I F% class id = 15, iRA =1 REFR
BIE B wME | ZAH | TR | NRW
1. logical name (static) | octet-string(6) R
2. object_list (static) | object_list_type R
3. associated partners_id associated_partners_type R
4. application_context name application_context_name R
5. xDLMS_context_info xDLMS_context_type R
6. authentication mechanism name mechanism_name R
7. secret octet-string N
8. association_status (dyn.) | enum R
9. security_setup_reference (static) | octet-string R
FRET % m/o N/A
1. reply_to_HLS_authentication (data) 0 A
2. change HLS_secret (data) 0 N
3. add_object (data) 0 N
4. remove_object (data) 0 N
SRR i
logical name 0.0.40.0.4.255
object_list WEZ/ VYT > BHEPIER class_id ~ B ~ logical_name E4-E @ 455 E
TIERIFEURER -
associated_partners 1 HETETL AA #Y COSEM Server ID B Client ID
d associatedjartnersftype .= structure
{

client SAP: integer

server SAP: long-unsigned
}
client SAP: 0x13
sever SAP: 0x0001

application_context n  ZE17 AA PEEEERY <8 -
ame application context name ::= octet-string
HEEEAE N OBJECT IDENTIFIER iIfi LA BER 45H% >

A

=3
H

S
2

N\

N

IEC 62056-
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53 > HERES A AR

S ARG EgiE]

joint 1so_ctt_element unsigned 2

country element unsigned 16

country _name element long-unsigned 756

identified organization_ element unsigned 5

DLMS UA element unsigned 8
application_context _element unsigned 1
context_1d_element unsigned 3(LN with cipher)

fR#Z A-XDR K42 RIS 240 THYEUE - DUNBUELL TSR - 40 F
FR
09 07 60 8574 05 08 01 03

xDLMS context_info

EHEETL AA BF > 457 xDLMS HYAZES 8 o

authentication_mecha

ERIL AA R - 5T ElEEm =

nism_name authentication_mechanism_name ::= octet-string
HE{E 8% 7 OBJECT IDENTIFIER 34 BER 4Rt » 55208 IEC 62056-
53 HEREEBU IR
7 ARG EgiEl
joint_iso_ctt_element unsigned 2
country_element unsigned 16
country_name_element long-unsigned | 756
1dentified organization element unsigned 5
DLMS UA_element unsigned 8
authentication_mechanism name ele | unsigned 2
ment
mechanism 1d_element unsigned S5(AES-GCM-128)
4% A-XDR B4R R E 20 NAVEUE - DU T EERAF /SR > W
Fs
09 07 60 85 74 05 08 02 05
secret A
association_status H R AA HYHREE
enum: (0) non-associated,
(1) association-pending,
(2) associated
security_setup_refere  0.0.43.0.3.255

nce

A

reply to HLS authen
tication (data)

data ::= octet-string f(StoC) client’ s response to the challenge
response := octet-string f(CtoS) server s response to the challenge
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change HLS secret  A{HFH
(data)

add_object (data) AEHA

remove_object (data)  A{HH
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4.3.4. Logical device name

= 4-7 Logical device name
i)y 2 class_id =1, fieA =0 FEPR
V-7kA B &ME | RAIH | HK | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(16) R
J& 1 A
logical_name 0.0.42.0.0.255
value AT — 8555 AP DLMS/COSEM 4H4% 155 » FlaR 13 iEA&=Ca0 AR -
Hinininininninininininin
_I_ i *EAF?B VR

4.3.16 EHEAA I E

TEE 11070201 0 107 BHAREREIAE - 02 BdBR 6 0 01 BRSE -
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4.3.5. IEC HDLC setup for P1 of all of clients
ILEE By P1 SRR - A Pl BB BT ERIAIATA clients

= 4-8 IEC HDLC setup for P1 of all of clients

iSEliay class_id = 23, FEA =1 FE[E
Bl FRER | | BAL | | R
1. logical_name (static) | octet-string(6) R
2. comm_speed (static) | enum 6 6 6 R
3. window_size transmit (static) | unsigned 1 1 1 R
4. window_size_receive (static) | unsigned 1 1 1 R
5. max_info_field length_transmit (static) | long-unsigned 768 768 768 R
6. max_info_field length receive (static) | long-unsigned 768 768 768 R
7. inter_octet_time out (static) | long-unsigned 25 25 25 R
8. Inactivity_time_out (static) | long-unsigned 0 300 0 R/W
9. device_address (static) | long-unsigned 16 16 16 R
FET % m/o N/A
e
logical name 0.0.22.0.0.255
comm_speed EEF Pl R -

enum:  (6) 19200 baud

window size transmit [&|EEE A 1

window_size receive [E|TEHEME A 1

max_info field lengt & frame T - 2545 client & KHYF T (bytes)# H

h transmit
max_info_field lengt B frame 9 » FEUY client F KHYFTT(bytes)d H
h receive

inter_octet_time_out  FEUEHEFITRIAT R AR (ZFD)

inactivity time out FHE RN H BEUL client W sk VT 5HE R E #EBEEA DL connection &2
AA o
HAE BRI IERE B 58840 frame » A REEEENETHFES o
0 RFENEEAREH -

device address BEENERUE
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*<4-9 i LA e e (H
HE R 4475 class id =3, A~ =0 REFR
V-7kA B w/NE | A | K | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | unsigned 72" R
3. scaler_unit (static) | scal_unit_type R
FEE T A m/o N/A
1. reset (data) 0 N
J& MR A
logical name 1.0.0.3.0.255
value BRI G
scaler unit scal_unit_type ::= structure
{
scaler ::=-1
unit ::= 30(Wh)
}
FrEJE
reset(data) AEHA
TEE
R TR
= GeqlEl
BEAH =45 110/220V 30A 72
—fHPU4g 110~480V 2.5A 18
=AHPU4E 110~480V 30A 216
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437 =l
BERARKHERA -

F4-10 EH=IGEEE

e R[4 class_id =3, fiRA =0 TR
Bt BRI wNE | ZAH | HK | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | unsigned 72" R
3. scaler unit (static) scal_unit_type R
FEE T2 m/o N/A
1. reset (data) 0 N

Bt

logical name 1.0.0.3.1.255

value BRG]

scaler_unit scal_unit_type ::= structure

{
scaler ::=-1
unit ::= 32(VArh)
}

FrEJE

reset(data) A

TEE

SR AITHRAEA T AT

= EeqlEl

B =48 110220V 30A 72

—HMHPH4E 110~480V 2.5A 18

—HMPH4E 110~480V 30A 216
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4.3.8. &EEEHE ID2 (District id)

#4-11  EpRAHE ID2 (District id)
KER LS class_id =1, fieA =0 MEFR
BiE B | N
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(8) ! R/W
FEE T~ m/o N/A
e,
logical name 1.0.0.0.0.255
value
J77ERG

“&E 00000000 e




45T (AR EAE F)
m Y500(109-03)

o
i

BT 70N E B R AR e

4.3.9. &%% ID1 (Customer id)
WD) + FEE AL e 2SS (TR © SUR PR - SRS LRI

7 -
= 4-12 5% ID1 (Customer id)
KERI L% class_id=1, fiRA =0 TR
BT B wE | mAE | H | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(8) ! R/IW
FEE T~ m/o N/A
Bt
logical_name 1.0.0.0.1.255
value
JIER

&k 00000000 e
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4.3.10. FHR(MeterID)

EITEEFRAYSGRR | -
% 4-13 Z5%(MeterID)
SERI L% class id=1, fiA =0 TR
BIE B wNME | ZAH | FHK | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(8) R
FED % m/o N/A
Bt
logical name 1.0.0.0.2.255
value
JyiAs
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4.3.11. TEF GIS FERE X(gis_coord_x)
B F LT X FERE o

= 4-14 B 72 GIS JFEfE X(gis_coord x)

FE B 4FH class_id =3, fiRA =0 FEFR
Y7k B wNE | RAE | HE | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | double-long -180000000 | 180000000 0 R/IW
3. scaler unit (static) | scal unit_type R
FEE T~ m/o N/A
1. reset (data) 0 N
J& A A
logical name 1.65.0.130.0.255
value
scaler_unit scal_unit_type ::= structure
{
scaler ::= -6
unit ::= 8(degree)
}
JI AR
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4.3.12. B GIS FERE Y(gis_coord_y)
BFLIENT Y B o

%= 4-15 B 72 GIS JFEfE Y(gis_coord )

iEliay class_id =3, liRA =0 FE[E
Vilka B mNME | ZRAH | TR | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | double-long -90000000 | 90000000 0 R/W
3. scaler unit (static) scal_unit_type R
FRET % m/o N/A
1. reset (data) 0 N

JB A

logical name

1.65.0.131..255

value

scaler unit

{

scaler ::= -6

scal_unit type ::= structure

unit ::= 8(degree)

}

DAREsS A
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4313. CT b
7 4-16 CT kb
i)y 2 class_id =1, fieA =0 FEPR
V-7kA B w/NE | s AH | I | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | long-unsigned 1 R/W
FEE T~ m/o N/A
el
logical name 1.0.0.4.2.255
value
JIER
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4.3.14. PT
< 4-17 PT LG
i)y 2 class_id =1, fieA =0 FEPR
V-7kA B w/NE | s AH | I | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | long-unsigned 1 R/W
FEE T~ m/o N/A
el
logical name 1.0.0.4.3.255
value
JIER
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4.3.15. RTC clock 2K JF(time_base)

%= 4-18 RTC clock #&)J5(Time base)

izl By class_id=1, fRA =0 HERR
BT B wE | mAE | HK | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(1) C R/IW
FEE T~ m/o N/A
e
logical_name 0.0.96.50.0.255
value C RFEH AR Z Crystal
L (RIS Line
JIER
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4.3.16. BRIEIAXRGREZE
WEBFRIAR ) DR

*4-19  BwRAHEE

FERF 2t class_id =1, FRA& =0 FEFR

BT

B wME | ZRAE

JHZE | NRW

1. logical name

(static) | octet-string(6) R
2. value (static) | visible-string(6) R
FEE A m/o NA
el
logical name 0.0.96.1.0.255
value HIRANE R HAA MR
OOEO00

DR pRELEANP
R B A5 FE

F WAL TSR > Ry AR T AR S -
T S RN/t R /N NSNS o > 3= R L AN
F=BEE Ry

ek =t AR P2 L

PAREsS A
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4.3.17. BEREBRMHELAE

s E R BEIAMERZ > DUMSRERR -

*4-20 EFREFREEPAE
FERF 2t class_id =1, fiA =0 FEPR
JBIE B BNE | ZAMH | THE | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | visible-string(3) 131" R/W
FEETE m/o N/A
J& 1 A

logical name 0.0.96.1.1.255
value

HR | R PRI

1 Y43 —HHPUSR Y SPInGE

2 Y45 —HHPUSR Y 2.5 JtfF

3 Y42 —HHVU4R Y B2 2 Tt

4 D43 —fHPU&R Delta 2 3 T

5 D42 —fHVU&R Delta 2 2 T

6 V32 — =4 2 o

7 132 A =47 2 Tl

8 131 A =43 1 ot

9 121 BHAH 4R 1 o

10 N32 =&} network 2 JoiE

R BEAHOVTERHE R EEAH = 4R 1 TR o (R5% 131 -
CEE S AHAYTEEHE B = AHIOER 3 JTfE o (R5R Y43 -

JIER
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4.3.18. %% FAN EeFiE4HIER

sOE FAN GERIREGHEAY > AR - A%Ea PLCE | MRE S RF -

#£4-21  %E FAN @S 4HE R

L= B class id =1, fiRA& =0 REFR
JBF B GNME | ZAME | THE | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | enum 0 R/W
FEE T2 m/o N/A
J& MEFE A
logical name 1.65.0.133.0.255
value enum ::=0 KEFH
enum =1 A4# > 41 PLC”
enum =2 fELR » 41 RF”
U5 - B AV ICON ARER FAN BAHAVIERY > IREEBAES » HF
ZLEE5E ICON -
CEE BN E RN = (AR BRI B N R
JtER RIS
‘B client 17 Data Link Layer HYRH 55 B SR BL 7=
&P client F1ET Data Link Layer FYRFigE5RAE SIS
& {F— client ZE17. Data Link Layer H {F#{Z T YIS EEELIE
fegyim (SR PLC B
HARAEDEEEIREE | - HAENEE FAN AR A4 S 1EH
D7 7EFE

91




45T (AR EAE F)
m Y500(109-03)

EB T 24 6l B b R

4.3.19. %€ HAN EERE4HdERY
SE HAN RN » A S - H44 PLC & #8485 RF -

#4-22 HE HAN EEHE4HRE R

eIty class_id=1, B =0 RERR
Y7k B &E | RAME | K | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | enum 0 R/W
FEE T~ m/o N/A
J& M A
logical_name 1.65.0.137.0.255
value enum ;=0 KREFHE
enum ::= 1 HEE » 1 PLC
enum ;=2 &4 - 41 RF
Ji A
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4.3.20. EHEREERRERINEE

X E HATERE = B BB - FHLAE S kWh ~ kKVAh ~ kVArh ~ kW ~ kVA ~ kVAr BLEEERER R Y
BNE B2 6.1 Tk A—BURArEy -

b oy class_id=1, fiRA =0 FER
Y7k B wNE | #AH | HK | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | enum 0 R/W
FEETE m/o N/A
Bt
logical_name 1.65.0.140.0.255
value enum ::= 0 {REEEEFR
enum ::= | =BT
JIER
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4.3.21. Current date and time
BEZ2 HAiry HEARRIER -

7 4- 24 Current date and time
i)y 2 class_id =8, kA =0 FEFR
A T A Al I = S PV 7
4 15
1. logical name (static) | octet-string(6) R
2. time (dyn.) | date-time *1 *]1 R/IW
3. time_zone (static) | long 0x8000 R
4, status (static) | unsigned O0xFF R
5. daylight_savings_begin (static) | date-time FFFIIZFEIE lflf, 812)1(:) 0.00 R
6. daylight savings end (static) | date-time FFFIIZFFFIS ;FF 81?)1:) 0.00 R
7. daylight_savings deviation (static) | integer 0x00 R
8. daylight_savings_enabled (static) | boolean 0 R
9. clock_base (static) | enum 0 R
FRE T % m/o N/A
1. adjust_to_quarter (data) 0 N
2. adjust_to_measuring_period (data) 0 N
3. adjust_to_minute (data) 0 N
4. just_to preset time (data) 0 N
5. preset_adjusting_time (data) 0 N
6. shift time (data) 0 N
e
logical_name 0.0.1.0.0.255
time octet-string(0) ::= year highbyte

octet-string(1) ::= year lowbyte
ex: 0x07D0(2000)
octet-string(2) ::= month

range: 0x01(1)~0x0C(12)
octet-string(3) ::= day of month
range: 0x01(1)~0x1F(31)
octet-string(4) ::= day of week
OxFF fixed(255), not-specific
octet-string(5) ::= hour

range: 0x00(0)~0x17(23)
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octet-string(6) ::= minute

range: 0x00(0)~0x3B(59)
octet-string(7) ::= second

range: 0x00(0)~0x3B(59)
octet-string(8) ::= hundredths of second
OxFF fixed(255), not-specific
octet-string(9) ::= deviation highbyte
octet-string(10) ::= deviation lowbyte
ex: 0x8000(32,768) fixed, not-specific
octet-string(11) ::= clock status

ex: 0x00 fixed

e Ry MA S TARE Ry MR —4F » A15R 2017 dR RN (E % 2017-01-01
00:00:00 » %572 2018 HHEZHIEUE £ 2018-01-01 00:00:00 ; BEFRIFHEAR AT /N4
f/IME = DL 2017 S R su il - o/ ME B THRLE R
07E10101FF000000FF800000 -

time_zone

0x8000 fixed, not-specific

status

OxFF fixed, not-specific

daylight_savings begi
n

[0]~[11]: OxFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x FF,0xFF,0x FF,0x80,0x 00,0x00
SH2HE CONS 15593-62 ZHji 4.4.1

daylight savings end

[0]~[11]: OxFF,0xFF,0xFF,0xFF,0xFF,0x FF,0x FF,0x FF,0x FF,0x80,0x00,0x00
ZHS:0E CONS 15593-62 ZEfi 4.4.1

daylight savings_devi 0x00 fixed
ation

daylight savings ena  FALSE(0) fixed
bled

clock base 0 fixed

D7 7EFE

adjust to_quarter AEH
(data)

adjust to measuring
period (data)

adjust_to minute ENESE!
(data)

just_to_preset time AEHA
(data)

preset_adjusting time  #H
(data)

shift time (data) A
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4.3.22. Current date

BEREAHIHE -

A

45T (AR EAE F)
Y500(109-03)

BB TN E E M R A

7% 4- 25 Current date

HE R 4475 class id=1, f4A =0 REFR

V-7kA B &E | BRAH | HK | NRW

1. logical name (static) | octet-string(6) R

2. value (dyn.) date ' R

FFETE m/o N/A
gt

logical name 1.0.0.9.2.255

value octet-string(0) ::= year highbyte

octet-string(1) ::= year lowbyte

ex: 0x07D0(2000)
octet-string(2) ::= month
range: 0x01(1)~0x0C(12)

octet-string(3) ::= day of month

range: 0x01(1)~0x1F(31)

octet-string(4) ::= day of week
OxFF fixed(255), not-specific

e DL2017 e o THECES 0TE10101FF »

S -
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4.3.23. Current time
B H AR -

45T (AR EAE F)
m Y500(109-03)

BB TN E E M R A

7% 4- 26 Current time

FE P28 class_id =1, fiA =0 FER
Y7k BRI w/NE | A | K | NRW
1. logical name (static) | octet-string(6) R
2. value (dyn) | time ! R
FEE T~ m/ N/A

Bt

logical_name 1.0.0.9.1.255
value octet-string(0) ::= hour

range: 0x00(0)~0x17(23)
octet-string(1) ::= minute

range: 0x00(0)~0x3B(59)
octet-string(2) ::= second

range: 0x00(0)~0x3B(59)
octet-string(3) ::= hundredths of second
OxFF fixed(255), not-specific

" ¢ 000000FF *
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4.3.24. B2 HHA(Date last programmed)

= 4-27 i 1% 122 H Hf(Date last programmed)

i)y 2 class_id =1, fieA =0 FEPR
B IE B BNE | ZAMH | THE | NRW
1. logical name (static) | octet-string(6) R
2. value (static) | date ! R/W
FEE T~ m/o N/A
J& 1A A
logical name 0.0.96.2.1.255
value B

sE S 4322 Current date 1Y/&EM: value 5570H
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4.3.25. Register for HAN client

& H ARSI EL capture_period HYEREE 0 B » W EFE A 15 PPRIEEFRFRTEE & xxxx:00
xx:xx:15 ~ xxexx:30 FHR L EEHE - AR E R 5 s R EEFERF B A xx:00:00 ~ xx:05:00 ~ xx:10:00 ~
xx:15:00 ~ xx:20:00 sy S M AEHE -

72 4-28 Register for HAN client

KERI LS class id =7, fAs =1 FERR
— =
it st | B aa| me | vew
1. logical name (static) | octet-string(6) R
2. buffer” (dyn.) | array R
3. capture_objects (static) | array R/IW
4. capture_period (static) | double-long-unsigned 30 3600 60 R/IW
5. sort_method (static) | enum 1 R
6. sort_object (static) | capture_object_definition R
7. entries_in_use (dyn.) | double-long-unsigned 0 0 R
8. profile_entries (static) | double-long-unsigned 15 15 R
FEETE m/o N/A
1. reset (data) 0 A
2. capture (data) 0 N
SRR i

logical name 0.0.21.0.6.255
buffer 17 IR RS T B R SR -
capture_object EREHFHILER > F2EEE 4.2

H (number) 5 array index

capture_object definition ::= structure

{
class_1d: long-unsigned,
logical _name: octet-string,
attribute_index: integer,
data_index: long-unsigned
}

FHEYE HAY attribute_index #4552 » data_index 35955 0 °

=

1. Register of record number for HAN client (0.0.96.15.3.255) ~ Current date and
time (0.0.1.0.0.255) /& B M8 AT -
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2. —HEZMAL S SGERIEZE buffer FVER -

capture_period LL 30 #0 By BEAr H n] DLEERS: 3600 » ELmerrysE
30~ 60 ~90 ~ 120 ~ 150 ~ 180 ~ 240 ~ 300 ~ 360 ~ 450 ~ 600 ~ 720 ~ 900 ~

1200 ~ 1800 E 3600

sort_method first in first out °

sort_object class_id ::= OxFFFF

logical name ::= 255.255.255.255.255.255

attribute_index ::= OxFF
data_index ::= OxFFFF

entries_in_use HAIA SR &R
profile entries

YeEJTA

reset(data)

capture(data) NEH -

RE T (DESRBERIEFHUNIIIAE > select data by entry ™ £l select data by range *(date-time )

ORHETE R F—

flgjr‘ D IEERAEKERT 0 B LERENERREFIIES -
CEE 552 4321 Current date and time HY/EME time ERHH o

CRE ¢ HARH IR -

entry descriptor ::= structure

{
from_entry: double-long-unsigned 1 (XFRFE—FEEK  BFZE
B 0 s EEERRTE
(O] 78 e
to_entry: double-long-unsigned 0 {XFEIHAIFTAEEEE
w o E B E M H A
TPHVAEEES » Rl R
o H AR EEE R
from_selected value long-unsigned BRI
to_selected value long-unsigned & E1E Ay 0
}
Eban H RidESE 8 Ry 50 > RIEFI0T
from_entry |to_entry | [BIZEZEH | T
1 10 1~10
2 10 2~10
1 0 1~50
2 0 2~50
1 51 1~50
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2 51 2~50
0 10 o] B
51 0 (o] B

YRE  HAH TR -

range_descriptor ::= structure

{
restricting_object  capture_object definition ::= structure
{
class_id 8(Clock)
logical_name 0.0.1.0.0.255
attribute_index 2
data_index 0
}
from_value
to_value
selected_values array capture_object_definition
}

1. & from value

NI

to_value °

2
GIS]

CETE

%E array(0)

SRR EIE B A from value BL/NAZERA to value » BRMEFLL 15 4388 BEE] > 415 from value
Y 2017-01-01 10:00:00 B to value Z£5> 2017-01-01 11:00:00 » HIERIFEZ [B{EHLT -
2017-01-01 10:15:00 ~ 2017-01-01 10:30:00 ~ 2017-01-01 10:45:00 £ 2017-01-01 11:00:00 F£PUZs: -

B 15 Sy Redafl > 40 MR ¢

record . Load profile | EEEAETEL | 4.
entry | e date and time St NI (R st
1" 5000 | 07E10101FFO010000FF&800000 00000 50 2017-01-01 01:00:00
Phe 4999 | 07E10101FF002D0O0FF800000 00000 40 2017-01-01 00:45:00
3¢ 4998 | 07E10101FFO01EOOFF800000 00000 30 2017-01-01 00:30:00
4" 4997 | 07E10101FFO00FO0FF800000 00000 20 2017-01-01 00:15:00
5" 4996 | 07E10101FF000000FF800000 00000 10 2017-01-01 00:00:00
B —EER > HEREFU TR
record : Load profile | EEARTE | 4.
entry | date and time St NI (A st
" 5001 | 07E10101FFO10FO0FF800000 00000 60 2017-01-01 01:15:00
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2 | 5000 | 07E10101FF010000FF800000 00000 50 2017-01-01 01:00:00
3 | 4999 | 07E10101FF002DO0FEZ00000 00000 40 2017-01-01 00:45:00
4" 4998 | 07E10101FF001EO0FF800000 00000 30 2017-01-01 00:30:00
5" 4997 | 07E10101FFO00FO0FE800000 00000 20 2017-01-01 00:15:00
6" 4996 | 07E10101FF000000FF800000 00000 10 2017-01-01 00:00:00

ﬁD%Hﬂfﬁ%’—E’]EﬁEﬁ 2017-01-01 01:18:00 FHF AL 2017-03-01 02:16:00 » HAFFEEFE

SR A A 15

o HEREF U TR -
record ) Load profile | EEAETEL | 4en
entry umber date and time Stats NI (FEE) st
1" 5002 | 07E10301FFO021EOOFF800000 11010 70 2017-03-01 02:30:00
o 5001 | 07E10101FFO10FO0FEF300000 00000 60 2017-01-01 01:15:00
3¢ 5000 | 07E10101FFO10000FF800000 00000 50 2017-01-01 01:00:00
4" 4999 | 07E10101FF002D00FF300000 00000 40 2017-01-01 00:45:00
5" 4998 | 07E10101FFO01EOOFF800000 00000 30 2017-01-01 00:30:00
6" 4997 | 07E10101FFO00FOOFF800000 00000 20 2017-01-01 00:15:00
7" | 4996 | 07E10101FFO00000FF800000 00000 10 2017-01-01 00:00:00

ﬁn%ﬂ—jfﬁféﬁﬂ—j&ﬁ 2017-03-01 02:31:00 FeHFEL 2017-03-01 02:35:00 » HiRf 2

AR EEERR 15

oy HEREHFU AR
record : Load profile | EEEAEFE | 4.
entry | e date and time Stats N (A st
I 5003 | 07E10301FF022DO0EFF800000 10110 80 2017-03-01 02:45:00
Pk 5002 | 07E10301FF021E00FF800000 11010 70 2017-03-01 02:30:00
3¢ 5001 | 07E10101FFO10F00FF800000 00000 60 2017-01-01 01:15:00
4" 5000 | 07E10101FFO10000FF800000 00000 50 2017-01-01 01:00:00
5" 4999 | 07E10101FFO02D00FFZ00000 00000 40 2017-01-01 00:45:00
6" 4998 | 07E10101FF001EO0FF800000 00000 30 2017-01-01 00:30:00
7" 4997 | 07E10101FFO00FO0OEE800000 00000 20 2017-01-01 00:15:00
8" 4996 | 07E10101FFO00000FF800000 00000 10 2017-01-01 00:00:00

WIS RFERAEAYRF R 2017-03-01 02:50:00 F2EFEY 2017-03-01 02:20:00 » BRI R M1 2 42 EE #R AV AR
A RER S [FI R > HERHERFAT TR

record : Load profile | EEEAETEL | 4.
entry | date and time St NI (R st
I 5004 | 07E10301FFO21E00FEFZ00000 10010 90 2017-03-01 02:30:00
2 5003 | 07E10301FF022D00FF800000 10110 80 2017-03-01 02:45:00
3¢ 5002 | 07E10301FFO21E00FFZ00000 11010 70 2017-03-01 02:30:00
4" 5001 | 07E10101FF010F00FF800000 00000 60 2017-01-01 01:15:00
5" 5000 | 07E10101FFO10000FE800000 00000 50 2017-01-01 01:00:00
6" 4999 | 07E10101FF002D00FF800000 00000 40 2017-01-01 00:45:00
7" 4998 | 07E10101FF001E00FF800000 00000 30 2017-01-01 00:30:00
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" 4997 | 07E10101FFO00FO0FEF800000 00000 20 2017-01-01 00:15:00

8
9" 4996 | 07E10101FFO00000FE800000 00000 10 2017-01-01 00:00:00

YIETEZEAF 2017-03-01 02:38:00 EFEE » [iE 2017-03-01 03:01:00 1578 » PR B {5 A A B (S A — {18 LA
-AI4EE£(2017-03-01 02:45:00 B 2017-03-01 03:00:00) » F5EFHF 2017-03-01 02:30:00 & 2017-03-01
02:38:00 FEIFTEE B 4TEELE 2017-03-01 02:45:00 » i 2017-03-01 03:00:00 K FLAGE % » Wi%s T R ITH?
15 SYHETEE - FER A TRT

record Load profile | EBELE(T
entry date and time status N GRR

number b
1" | 5005 | 07E10301FF022D0OFF800000 10101 100 2017-03-01 02:45-00
2" | 5004 | 07E10301FF021E00FFS00000 10010 90 S01703-01 02:30:00
37 | 5003 | 07E10301FF022D00FF800000 10110 30 OLT030L 002500
4% 1 5002 | 07E10301FF021E00FFS00000 11010 70 0170501 02.30:00
5% 15001 | 07E10101FFOI0F00FFR00000 00000 0 0170101 OL-15:00
6" | 5000 | 07EI10101FFO10000FF800000 00000 50 20170101 010000
7" | 4999 | 07E10101FF002DOOFFS00000 00000 40 20170101 00:45.00
8" | 4998 [ 07E10101FF001EO0FF800000 00000 30 01701201 00:30:00
9" | 4997 | 07E10101FFO00FO0FFR00000 00000 20 017010100 15:00
10" | 4996 | 07E10101FFO00000FFS00000 00000 10 01701201 00:00:00

WEREFRAE 2017-03-01 03:05:00 EE - AL 2017-03-01 03:10:00 18EE » R AR PSR E4CFRATEF
[ > MFEERREERESE > WS THEERR 15 o#EiviEs - HEMEEN Mo ¢

entry | record | date and time Load profile | BSEE4E(TEL | ffizE
number status /NIF(FR)
1" 5006 | 07E10301FFO30FO0FEF800000 10101 110 2017-03-01 03:15:00
2 | 5005 | 07E10301FF022DO0FF800000 10101 100 2017-03-01 02:45:00
3¢ 5004 | 07E10301FF021E0OFF300000 10010 90 2017-03-01 02:30:00
4" 5003 07E10301FF022D00FF800000 10110 80 2017-03-01 02:45:00
5" 5002 | 07E10301FF021EOOFEFS00000 11010 70 2017-03-01 02:30:00
6" 5001 07E10101FFO010FOOFE800000 00000 60 2017-01-01 01:15:00
7¢ 5000 | 07E10101FFO10000FE800000 00000 50 2017-01-01 01:00:00
g" 4999 | 07E10101FF002DO0FF800000 00000 40 2017-01-01 00:45:00
o" 4998 | 07E10101FFO01EOOFF800000 00000 30 2017-01-01 00:30:00
10" 4997 | 07E10101FFO00FO0FF800000 00000 20 2017-01-01 00:15:00
11" 4996 07E10101FFO00000FF800000 00000 10 2017-01-01 00:00:00
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4.3.26. Register of record number for HAN client
HEF17(0.0.21.0.6.255)— R HIHHE » Az Ay EE I — -

7<% 4-29 Register of record number for HAN client

i)y 2 class_id =3, fiRA& =0 FE[E
Vilka B &ME | ZAMH | FHK | NRW
1. logical name (static) | octet-string(6) R
2. value (dyn.) long-unsigned 0 R
3. scaler unit (static) scal_unit_type R
FRETE m/o N/A
1. reset (data) 0 A

JE M A

logical name O 0.96.15.3.255

value

E R BUEEE S 65535 BEE N EEERYEHE AIBUETRE 0 FltaEE 2 -

scaler unit

scal_unit type ::= structure

{

scaler ::= 0
unit ::= 255(no unit)

}

RHEJTA

reset(data)
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4.3.27. With encryption/authentication security setting for HAN client

HLS security settiing ©

%= 4-30 With encryption/authentication security setting for HAN client

FE P28 class_id = 64, {4 =0 FER
Y7k B w/NE | A | K | NRW
1. logical name (static) | octet-string(6) R
2. security_policy (static.) | enum R
3. security_suite (static) | enum R
4. client_system title (dyn.) octet-string(8) R
5. server_system_title (static) | octet-string(8) R
FEE T A m/o N/A
1. security_activate (data) 0 N
2. global_key_transfer (data) 0 N

J& MR A
logical name 0.0.43.0.3.255
security_policy enum ::= (3) all messages to be authenticated and encrypted
security_suite enum ::= (0) AES-GCM-128 for authenticated encryption and AES-128 for key
wrapping

client system title 48 41 4E 00 00 00 00 O0(HEX)

HHARTATET -
nininluinlsl=l=

ER T L ded A AL

Client = 5

% Client F{CHEAN N AT

Client & f#
Verification client
Management client
Optical client
HAN client

% HEX

VER 564552
MAN 4D 414E
OPT  4F 5054
HAN  48414E

server_system_title HHR T ATET -

001010 01 O 01 O

L wpoes
Z B0 v 4 17012345 B] 5 0x01039679

%+ 4.3. 4 Logical device name
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o
i

A TH =85 A ERFS DLMS/COSEM 4H4%RATEREERY » 552 4.3.4Logical device

name °
FiE 7725

security _activate AR -
(data)

global key transfer NEH -
(data)
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4.3.28. Terminal message

&l B B 24 A BB R I HE R SO ENE S I Pl © & FEATHEIRAY client (H1I401

Management client £8) 5 #5% value B > 5T&= 5704 17R1 L EventNotification AR ¥ value BN 28 7%
45 HAN client © HAN client 7R A] 55 H{E% value °

7 4-31 Terminal message

FE P25 class_id =1, A =0 FE[E

BT BRI &E | ZRAME | K | NRW
1. logical name (static) | octet-string(6) R

2. value (dyn.) UTF8-string R/W
FEETE m/o N/A
J& M A

logical_name 0.0.96.99.0.255

value ERHREHIE S 0~160 » E5 AREEHE 160 (& TR 2 eRaTE 8

[ijﬁ‘ o
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4.3.29. ETHVRIREAIEIERRA
PP R P R SRR A -

F4-32 HETTHY RS A B A
HE R 4275 class_id =1, FRA& =0 RERR

B &ME | ZAMH | JHK | NRW
1. logical name (static) | octet-string(6) R
2. value (dyn.) visible-string R
FRET % m/o N/A
el
logical name 1.0.0.2.0.255
value

SRR - R R R L R R SR B A - SRS
W BHEA R -
ekHE il B 320 -
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4.3.30. EELEMTFL/N\NRF(Del total kWh)

£4-33  EELTH/EDel total kWh)

KERI LS class id =3, A~ =0 RERR
V-7kA B &E | BRAH | HK | NRW
1. logical name (static) | octet-string(6) R
2. value (dyn.) double-long-unsigned 0 0 R
3. scaler unit (static) scal_unit_type R
FFETE m/o N/A
1. reset (data) ) N
J& M F A
logical name 1.0.1.8.0.255
value i i i KB RIEEDIE] 0 BRdGETH -
BANME  HS% 6.1 sk A—BURArEL -
scaler_unit scal_unit_type ::= structure
{
scaler ::=-1
unit ::= 30(Wh)
}
Jy A
reset(data) NEH -
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4.3.31. BEELEMTF/NF (Rec total kWh)

#4-34  BEBYUTI/NG (Rec total KWh)

FE R T class_id =3, fiRA& =0 FE[E
JEIE B mNME | ZAMH | FHK | NRW
1. logical name (static) | octet-string(6) R

2. value (dyn.) double-long-unsigned 0 0 R

3. scaler unit (static) scal_unit_type R
FRET % m/o N/A
1. reset (data) 0 N

R

logical name

1.0.2.8.0.255

value

B A (TR B eI O AR T -
BoATE - #5575 6.1 WiHsk A—BERAr -

scaler unit

scal_unit type ::= structure

{
scaler ::= -1
unit ::= 30(Wh)
}
FiE 772k
reset(data) AEH -
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4.3.32. 4EEETE kVArh (Q1) (Total del kVArh delivered lagging)

7% 4- 35 #HEEE KVArh (Q1) (Total del kVArh delivered lagging)

iEli class id =3, BRA& =0 FEIE
BT B mNE | = AHE | HK | NRW
1. logical name (static) | octet-string(6) R

2. value (dyn.) double-long-unsigned 0 0 R

3. scaler unit (static) scal_unit_type R
FET % m/o N/A
1. reset (data) 0 N

JE 1At A

logical name

1.0.5.8.0.255

value

B K AR 0 Fivas o -
BN » H2% 6.1 it A— Bl -

scaler unit

scal_unit_type ::= structure

{
scaler ::= -1
unit ::= 32(VArh)
}
R 77k
reset(data) AEH -
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4.4. HAN Vi ffE F F EURERR

HAN I FH AT DL Verification Client (fX5% V)EL HAN Client ({858 H)¥fEt & B8 7T Management
LD #{THEFE NHVHRIE - 32 4- 36 F HAN UmfE F nl I EUEY )4 B rT R ERERR %1122 -

Z< 4- 36

VI FRUEIRY 1FR

A OBIS Code

J&E

G:Get, S:Set, A:Action

RFETT

V(0x10)

H(0x13)

%

S

A

S

A

Attrl

Attr2

Attr3

Attrd

AttrS

Attro

NNANANENENANE

NNANANENENANE-

Current association 0.0.40.0.0.255

Attr7

Attr8

<

<

Attr9

<

<

Meth1

Meth?2

Meth3

Meth4

Attrl

Attr2

Attr3

Attrd

AttrS

Attro

AN NN N NHAN

Verification association 0.0.40.0.1.255

Attr’7

Attr8

<

Attr9

<

Methl

Meth?2

Meth3

Meth4
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LR

OBIS Code

J&E

G:Get, S:Set, A:Action

RFETT

V(0x10)

H(O0x13)

N

/

G

S

A

S

A

HAN client

0.0.40.0.4.255

Attrl

Attr2

Attr3

Attrd

AttrS

Attro

NENANENANANE=

Attr7

Attr8

<

Attr9

<

Meth1

Meth?2

Meth3

Meth4

Logical device name

0.0.42.0.0.255

Attrl

Attr2

IEC HDLC setup for P1 of all
of clients

0.0.22.0.0.255

Attrl

Attr2

Attr3

Attrd

AttrS

Attr6

Attr’7

Attr8

Attr9

ANINEANENENENENENENENERN

ANINEANENENENENENENENERN
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LR

OBIS Code

J&E

G:Get, S:Set, A:Action

V(0x10) H(0x13)

RFETT

/

S1A |G| S

A

it P SOE {E

1.0.0.3.0.255

Attrl

Attr2

Attr3

AN BN RN E®!

Methl

it = e (E

1.0.0.3.1.255

Attrl

<

Attr2

<

Attr3

<

Meth1

&R A5E ID2 (District id)

1.0.0.0.0.255

Attrl

Attr2

&% ID1 (Customer id)

1.0.0.0.1.255

Attrl

Attr2

FHEMeterID)

1.0.0.0.2.255

Attrl

Attr2

AN NN

B GIS i X

1.65.0.130.0.255

Attrl

Attr2

Attr3

NENENENENENENENAN

Meth1

B GIS B Y

1.65.0.131.0.255

Attrl

<

Attr2

<

Attr3

<

Methl

CT tk

1.0.0.4.2.255

Attrl

Attr2

PT tb

1.0.0.4.3.255

Attrl

Attr2

AN
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LR

OBIS Code

J&E

G:Get, S:Set, A:Action

V(0x10)

H(O0x13)

RFETT

/

S1A |G| S

A

RTC clock ZJ

Attrl

0.0.96.50.0.255

Attr2

BRI AIEE

0.0.96.1.0.255

Attrl

Attr2

BERBRUEL AaE

0.0.96.1.1.255

Attrl

Attr2

#E FAN R RHAH A Y

Attrl

1.65.0.133.0.255

Attr2

3 E HAN R AH A

1.65.0.137.0.255

Attrl

Attr2

4

L

SOE

I

i EREY I BRER R HY

i
Tm[
Tm[

a

1.65.0.140.0.255

Attrl

Attr2

Current date and time

Attrl

Attr2

Attr3

Attrd

AttrS

Attro

Attr7

0.0.1.0.0.255

Attr8

Attr9

ANIENEANENENENENENENENENEAYEANEANENENENENENENEN o

N ENENENENENENENAN

Methl

Meth?2

Meth3

Meth4

Meth5

Meth6
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EEE)
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=] B B e A R 4

LR

OBIS Code

J&E

G:Get, S:Set, A:Action

V(0x10)

H(O0x13)

RFETT

/

S

A

G

S

A

Current date

1.0.0.9.2.255

Attrl

Attr2

Current time

1.0.0.9.1.255

Attrl

Attr2

&A= H i

0.0.96.2.1.255

Attrl

Attr2

AR NN RN

Register for HAN client

0.0.21.0.6.255

Attrl

Attr2

Attr3

Attr4

AttrS

Attr6

Attr’7

Attr8

AN N NN NN

Meth1

Meth?2

Register of record number for
HAN client

0.0.96.15.3.255

Attrl

(\

Attr2

<

Attr3

<

Methl

With
encryption/authentication
security setting for HAN
client

0.0.43.0.3.255

Attrl

Attr2

Attr3

Attrd

AttrS

AN EANENERN

Meth1

Meth?2

Terminal message

0.0.96.99.0.255

Attrl

(\

Attr2

HITHHIRE T B R A

1.0.0.2.0.255

Attrl

Attr2
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5. Security
5.1.f81

A ERIEZ A LAY client 52 uég@gfr Ul IR R 53 > 43 lls 5.2 B4 5.3 5FI - 4@
BT S-S fE i B SRR o AIED 5.4 BRI o BEAN 0 ARAERRF Green Book 7" H9fY Security Suite
0 4fE -

Security Suite Id Authentication algorithm Encryption algorithm Key transport method

Key wrapping using

o AES-GCM-128 AES-GCM-128 AES-128 key wrap

Ml other rezerved - - ]

5-1 Security Suite F2#&

5.2.Client wuﬁ%%ﬂ

1E client B server 17 AA BF » VA FHEIei e IR aE S E T S0 TERD » #EA RERRD)
T AA  BHIFESHL o 1R¥2 Green Book 7" 22 9.2.3 &1 » sHEBHEGIIRIBZE 2R /] LIy FFI=
T
® R EAAZE A MELowest level security) : fESTEEHEH]
® (RFLRAYZEME(Low level security, LLS) * H Sl alaa i
® =AY ZA4 M (Hight level security, HLS) : VUSEERSUEEHEE] » A7 E(HEF GMAC
AlhE R Public client £% SR EEEH] 2 4h > HERESEA] HLS #H » 2E client {2~ 22E8 R0
F5-1Fm e

client FEE AT EZR

AMI ##EH A4 Management client M 0x11 HLS-GMAC
FFEE Optical client 0] 0x12  HLS-GMAC
F B 245 HAN client H 0x13  HLS-GMAC
Verification client \ 0x10 No Auth. Public
client

4HER 5 2R Green Book 7" - 9.2.3 Data access security ©
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5.2.1. HLS-GMAC R 72
HLS-GMAC #83:f0-& VO{E 5B -

#5-2  HLS-GMAC il:5f2fF#

Authentication Pass 1: Pass 2: Pass 3: Pass 4:
Mechanism C=>S S=>C C =2 S {(StoC) S =2 C1{(CtoS)
Carried by
AARQ AARE XX.request XX.response
reply to HLS authentication | reply to HLS authentication

HLS-GMAC CtoS: StoC: SCIICIT SCIICIT

Random Random Hr Hr

string (8-64 | string (8-64 | T = GMAC(SC Il AK I StoC) | T = GMAC(SC Il AK Il CtoS)

octets) octets)
5 -
e  (C: Client, S: Server, CtoS: Challenge client to server, StoC: Challenge server to client, AK: Authentication

Key

e  IC: Invocation counter

e xx.request /.response: xDLMS service primitives used to access the reply to HLS authentication method
of the “Association SN/LN”  object.

LS2EEEAT

e [EN(CtoS) = 8 bytes

e [EN(StoC) = 8 bytes

e LEN(SC) =1 byte

e LENUC) =4 bytes

e LEN(T) =12 bytes

e [EN(AK) =16 bytes

e =E GMAC FEZiH A GUK (Global Unicast Key) » 1fii LEN(GUK) = 16 bytes
o =B GMAC ZFEE i A IV (initial vector) » [fif LEN(IV) = 12 bytes

e [V=Sys-TIIC » Er Sys-T A System Title > LEN(Sys-T) = 8 bytes

Test Vector Z0°F > b DL ACHEIZE S E U & IEHE -
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. . LEN, len
Security material X Contents X _‘X)
bytes bits
Security suite GCM-AES-128
Client Server
System Title Sys-T 4D4D4D000000000L 4DADADO000BCEL4E
(here, the five last octets contain the manufacturing 8 64
number in hexa)
Invocation counter iC 00000001 01234567 4 32
Sys-TIlIC
Initialization Vector v Client Server 12 96
4D4D4DO0O0000000L 4D4D4DO000OBCEL4E
00000001 01234567
Block cipher key EK 000102030405060708090A0B0CODOEDF 16 128
(global)
Authentication Key AK DOD1D2D3D4D5DEDTDEDIDADEDCDDDEDE 16 128
Security cantrol byte SC 10 1 8
Pass 1: Client sends challenge to server
CtoS 4B35366956616759 “K56ivagy” 8 64
Pass 2: Server sends challenge to client
StoC 503677524A323146 “PewRJZ1E” 8 64
Pass 3: Client processes StoC
SC Il AK 1l StoC 10D0D1D2D3D4D5D6DTDEDIDADBDCDDDEDFS5036775
24p323146
T=GMAC (SC Il AK Il 1AS2FETDD3ET2748973C1EZ8
12 96
StoC)
f(StoC)=SCIICIT 10000000011A52FETDD3ET72748973C1E28 17 136
Pass 4: Server processes CtoS
SC Il AK 1l CtoS 10D0D1D2D3D4AD5DEDTDEDIDADBDCDDDEDFAB35366
956616759
T (SC Il AK Il CtoS) FE1466AFB3DBCD4F9389E2R7T 12 96
f(CtoS)=SCHIICIT 1001234567FE1466AFB3DBCD4F93B9E2BT 17 136

5-2 HLS-GMAC Test Vector

5.2.2. GMAC stE 7=

& GCM funtion Riigs ABHSZHF » 5EE] DA ZKETE GMAC » HE S fE(E Authentication Tag
W~

o
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&
| AAD | Success / Falil
GUK GUK
AES Galois / ' AES Galois /
Counter mode Counter mode
IV generate IV verify
authentication Tag *| authentication Tag

[ ]
T T T | AAD

5-3 GCM functions

SHE GMAC Hf - B A ¢

e GUK

o IV

e AAD (Additional Authenticated Data) = SC Il AK Il Challenge String
LoEsTHE 7 e

e  Authentication tag T

ki Ty > FRdA

e (GUK

o IV

e AAD (Additional Authenticated Data) = SC Il AK Il Challenge String
e T

Kzt E 2 e
e  Success or fail

[[E£ ] challenge string WAZEFH strong random number generator (RNG)E4A: » HZH B non-deterministic © #5
#E5E/E non-deterministic RNG B » RILVHEH & $&LE (entropy)HY seed fi deterministic RNG s -

4HE S 2B Green Book 7" - 9.2.4.8 GCM functions °

5.2.3. BRau P s

Ful 1B FE S L K E RS E (A ¢ AARQVGIEEEFREEER - R HETIR A e - 5
F2STFEEMN GUK 20 AK » & Fo— client sRE5 & J MR8 N U - BErA MY delay BEET > b
GHE N BN P24 client {£11] AARQ » £ /5 delay FIE By 1 /NEF o N B M 28 HEtE8E TN
Interface Object  “0.65.43.0.0.255” E1” (0.65.43.0.1.255" FRiEF -
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5.3. B HEE I b

1E client ¥ server SEACETL AA 12/71% > B 75 {##5 2 DLMS service request #2 DLMS service
response 1] DA(H FIEORME S IS - AR A Security Suite 0 (AES-GCM-128, refer to Green book
7% o BRHERGEEMR Security control byte (refer to Green book 7") X B A5 f% Encryption B
Authentication 2 both » A7 EHE A both » a0/ EA o &% Client 2 BERME S NS4 -

- client ERHME 12 5 EZ

INVIBERIESSH Management client 0x11
FFEEE Optical client 0] 0x12  EA
FA Pl 257 HAN client H 0x13 EA.
Verification client \Y% 0x10 No protection. Public

client

4HETEE 2R Green Book 7" - 9.2.4.8.3 Elements of GCM o
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5.4.Key f&JE

HAN client ZFHET ERTRIREE A E 2 18838 (GUKs B AKs) °

2 5-4 client & ER

IERS)

DLMS HAN client H 0x13 e (GUK=
e AKn
DLMS Verification client Vv 0x10 e Nokey. Public client

5.4.1. Global Unicast Key (GUK) - 16 bytes

GUK A% DLMS {Hif&tl - frat
e xDLMS APDU
e (COSEM Data

5.4.2. Authentication Key (AK) - 16 bytes
AK FIZRETEL Authentication Tag » & AAD HY—3347 °
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6. fT3k
6.1 Wf#k A—RE MK

FUNMU B 6- 1 iR -

61 S ENITA

HE BEHR&I%E OBIS BER&%E OBIS LCD LCD

) (G1=3) ({EJER) (=) (fREE)

Wh Value: XXX XXXXX Value: XXX XXXXXX
VAh (Value 1452 A{E:99999999) (Value B A{E:999999999) XXXX.x(BEfL k) XXXXX(EAL k)
VAth scaler: 10" scaler: 10" (BETRRAME:9999.9) | (BERECA(E:99999)

(OBIS A {E:9999999.9) (OBIS £ /K1E:99999999.9)

W Value: XXXXXX Value: XXX XXXX

VA (Value B A{E:999999) (Value @182 AAE:9999999) XX xxx(BEAT k) XXX xx(EEAL k)
VAT scaler: 10" scaler: 10" (BRI AAE:99.999) (A AME:999.99)

(OBIS 5 AAE:99999.9) (OBIS 2 A{E:999999.9)
R Value: XXXXX
e (Value J& 5 R AH:65535) XXX.xx
P scaler: 10° (BT HRA(E:655.35)
A (OBIS frAfH:655.35)
Value: XXX

BIES (Value B M3 (B #EE:-128~127) X.xx

R scaler: 107 (FEREE #IE:-1.28~1.27)

(OBIS BB #iE:-1.28~1.27)

72 OBIS Value BIEERI—EUIFEREGEETFEIE - H/NBEMU B scaler JAE » & EFRAN Wh #1H

By 123456789 B -

(A){&% : 58 OBIS Value &Ry 123456789 > {E1& B M EFHRHS I EE TR LA scaler 107 2RIFEI E IEH
$0E > DUELRS BB By 12345678.9 Wh(12345.6789 kWh) ©

(B) ¥R - —CHEEEMA S Ty KWhEEUR - BN EN > 5 ERAmm R - o
uﬂ;%%ﬁﬁ§5K22Eﬁﬁ Zkl(row data) DL scaler 107" 2R G55 TREE, A BEArEHHE -
I - EE A E R 2 B E R G E R row data) T value::=123456789 » scaler:= 10" >
unit::=30(Wh) 5 > Bl 12345678.9Wh » Rl A8 TR, KWhEEE R » 1] BB scaler 1072k
B2 Ty kWh)AErEE - B 12345.6789 & (kWh) -

® 1CD : LAEBRIIHITFARER » R BB REENE k » SO B PUfir » HrEY 1234 A LCD Hy#LEy
i 5 B/ INEL— L (R BER) > BT S 2B A LCD B/ N L -

123




