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A Research on Applying the Extended Reality Technology in Substation Education and

Training
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Abstract

To enhance the learning efficiency of substation training, we introduce the latest
technologies such as Augmented Redlity (AR), Virtual Redlity (VR) and Mixed Redity (MR)
technologies to remedy the drawbacks of traditional substation training. The Extended Reality
(XR) makes maintenance personnel familiar with substation equipment, such as Gas Insulated
Switchgear (GIS), Intelligent Electronic Device (IED), Gas Circuit Breaker (GCB) and Circuit
Breaker (CB) more easily. As for the AR, operation procedures of 23 kV Gas Insulated
Switchgear (GIS) were transformed into an interactive textbook for the purposes of education and
training. And the VR, a redlistic one to one scae virtual reality secondary substation was
constructed. With the aid of diverse scenarios, the users may practice and get themselves familiar
with the operation of substation equipment in a safer environment. The MR, we developed an
interaction-assistive operation system with voice control for GIS IED protective relay. The results
of the said XR education and training courses, AR textbook, VR system and MR
interaction-assistive operation system may very well be used to evaluate the training
effectiveness.
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Abstract

Taiwan Power Company is committed to promoting and implementing |IEC 61850, an
international standard defining communication protocols for intelligent electronic devices for the
improvement of dispatching flexibility. As the role of central nervous system (CNS) of power
grids, substations are in charge of transmitting, communicating and coordinating the information
of power flows. Intelligent electronic devices at substations provide two key functions-system
protection and equipment condition monitoring. However, restricted by the inconsistency of data
model due to different IED brands, the tasks of system integration had been quite difficult in the
past. Therefore IEC 61850 emerges to unify different data models and enable interoperability
between devices. This study aims to establish an IEC 61850 based test platform for
communication tests to ensure the interoperability and subsequent expansion and maintenance of
SCADA and |[ED communication.
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A Study on Smart Grid IEC 61850 Information and Communication Structure to be Applied to

Hydroel ectric Power System
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Abstract

IEC 61850 suits for various fields of power automation-according to the definition of
International Electrotechnical Commission (IEC) TC57- the information and communication core
standards for Smart Grid. With the aid of the standardization of on-site power-related information
and communication interfaces, this study looks forward to developing an accessible OT/IT
information context to realize the information and communication infrastructure supporting future
smart grid applications. The substations in Taiwan have phased in IEC 61850, when the power
plants have not yet begun. This study aims to incorporate |IEC 61850 data modeling and
communication connection testing into the subsystems, main functions and parameters of
hydroelectric power plants. We will continue expanding functional simulation, control and
application test to provide a reference for the construction of 1EC 61850 pilot hydroel ectric power
plants to fulfill the future smart grid applications.

BRdEzE] (Key Words):1EC 61850~ /K /74 & i (Hydroel ectric Power Plant) - JB& i 247 (High
Pressure Oil System) ~ &[5 %I (Data Model) ~ 24 E 8 T4 5 (IED) -




FET M 4R M
The Key Communication Technologies for Smart Grid

HI 2 Vi BROBLB* IE IR
Hung, Jui-Cheng Lo, Yin-Tzu Chen, Fung-Fei Shen, Teh-Chen

m R

AL B AT B RHE R AE (L atency) AT > SR ZRIRFIERR K © BB A0(AMI) ~
IR AI(SCADA) ~ B IREM(RTU)E » 5J5mIifEE: 3GPPR15 2 5G HESRFATIEAE T
IR A AN ] ZE R S TR A R RS T A IR 5T - W e S (SIS e AR A R S AHY
Rty » RS F ARV AR B S R DA, -

Abstract

When importing up-and-coming ICT technologies, such as 5G formulated by 3GPP into
traditional power system, the power system is confronted with critical integration problems
regarding power dispatching. From the viewpoint of transmission latency, this paper
discusses the future smart grid application demand, such as AMI - SCADA - RTU, etc. The
system architecture is classified into three categories to meet the future needs of smart-grid
operation.
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The Opportunities of 5G Private Networks and Electric Utilities' Coping Strategies
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Abstract

For electric utilities, the 5th generation mobile networks (5G) stand for substantial
benefit and extensive applications. In this research, we analyze a number of worldwide
electric utility cases which have applied 5G network, use the obtained information to analyze
the regulations of private networks and spectrum policy in Taiwan, and put forward our
recommendations of the coping strategies for electric utilities. Despite 5G network can meet
the needs of different industries, electric utilities before developing coping strategies suitable
for them, shall pre-examine their own needs, and assess the overall cost effectiveness to serve
as reference with the aid of small-scale experiments and multi-plant verification.
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The Analysis of 5G Private Network Deployment and Industrial Control System Security
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Abstract

5G provides faster transmission rate (10Gbps), lower latency (1ms), and massive
connections (1000K). When integrated with artificial intelligence, big data, and cloud
computing, 5G opens a new era of internet of everything. The deployment of private 5G
network may be established by enterprises/mobile operators and constructed by shared public
5G network resources of mobile operators. To respond to the needs of smart factory and
real-time equipment monitoring among others, Cyber-Physical Systems have nowadays been
integrated with cloud and physical equipment. Production lines connected to each other not
only brings about great convenience but also growing problems of network attacks and
malware. The security of industrial control systems relies on the analysis of abnormal
behavior of smart manufacturing systems and the strengthening of self-protection capabilities
of smart manufacturing facilities. In short, information security joint defense, threat warning,
latent discovery and response recovery all together are the key to ensure normal facility
operation.
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Abstract

The initial version of 5G NR (New Radio) standard, a.k.a the 3GPP Release 15, was
released in December 2017. In Release 16, more specifications, such as the enhanced version
of URLLC, power saving, connected car and unlicensed spectrum applications, had been
defined. But only up to the current Release 17, 5G has truly started to be applied in various
fields, with the aid of enhancements for future applications, eg. NR MIMO, higher
frequency, dynamic spectrum sharing enhancement, NR slidelink, URLLC for industrial 10T
over NR, NR support over non-terrestrial networks. This article aims to introduce the
characteristics of 5G and the challenges of its testing.
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Abstract

The government has been actively promoting energy diversification. With the aid of
smart grid infrastructure, we look forward that the efficiency of power dispatch will be
improved in the foreseeable future. To that end, real-time equipment control and analysis,
power grid operation data, and wireless device interface and data transmission become
indispensable, such as enterprise networks-frequency bands ranged 4.8-4.9GHz and higher
bands 28GHz. This study aims to simulate the feasibility of real-time wireless data
transmission system between power grid and wireless electric power equipment to enhance
the hardware components information collection capability; to use 5G/B5G modulation
techniques (1024QAM/4096QAM) to achieve the requested high level modulation; and to
provide measuring results to serve as reference for future studies.
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Abstract

Internet |Pv4 address resources are aimost exhausted, and IPv6 is the only sustainable
address resources on the Internet. This article discusses the current status of the global IPv6
deployment and IPv6 transitional technologies. Main 1Pv6 transitional technologies comprise
IPv4/IPv6 dual-stack protocol, IPv4 as a Service (IPv4aaS), NAT64/DNS64 among others. This
article discusses Internet Engineering Task Force (IRTF)'s IPv6 technical specifications and
protocol evolution, and large technology companies IPv6 strategies and market development
direction.

The exhaustion of 1Pv6 address may not occur in the foreseeable future, but still we need to
stay vigilant against 1Pv6 address policies, massively proliferated Internet of Things (loT)
devices, new types of application services, router subnetting configuration, etc. This article
discusses the impact of Regiona Internet Registries (RIRs) address policies and policy
implications on global routing stability and network security.

loTs drives the rapid expansion and rapid growth of the Internet. The approach of IPv6
deployment and security consideration of 10T are completely different from the legacy Internet
model. 10Ts deployment can refer to Internet Domain Name Systems (DNS) to develop resilient
deployment models, integrate multiple application services, and establish a securer loTs
architecture.
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Abstract

This paper aims to introduce the key technologies of ultrathin band-pass frequency selective
surface (FSS), with polarization insensitivity and angular stability at the operation bandwidth of
private 5G networks (4.8~4.9 GHz). In this research, a FSS design on the base of
aperture-coupled resonator approach had been proposed. A fast roll-off and narrow passband
(high selectivity) had also been achieved by coupling two square loop aperture metallic layers and
one square aperture metallic layer. From a great number of simulations, the center frequency of
the proposed FSS had been measured as 4.85 GHz and the 3 dB bandwidth 4.73~4.99 GHz,
around 5.36 % of the center frequency. Moreover, a maximum frequency deviation of 0.82 %
with incident angles from 0° to 45° had been measured. The results of the proposed work in many
aspects outperform the previous researches.
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